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Glossary of Terms
	Term
	Definition



	Drinking Water Regulations
	SI 278 of 2007, “European Communities (Drinking Water) Regulations, 2007” (or most recent version, if this is superseded)

	Drinking Water Incident
	Any event or occurrence which the Water Services Authority, acting in conjunction with the HSE if necessary, decides is of sufficient seriousness to require the activation of this Drinking Water Incident Response Plan

	Drinking Water Incident Management
	The range of procedures and processes deployed to manage a water supply incident.

	Drinking Water Incident Response Plan
	A plan prepared by a Water Services Authority to document the procedures, processes and information to support the management of a Drinking Water Incident.

	Hazard
 (Page 12)
	Any phenomenon with the potential to cause direct harm to members of the community, the environment or physical infrastructure, or being potentially damaging to the economic and social infrastructure.

	Impact1 (Page 12)
	The consequences of a hazardous event being realised, expressed in terms of a negative impact on human welfare, damage to the environment or the physical infrastructure or other negative consequences.

	Likelihood1 (Page 12)
	The probability or chance of an event occurring.

	Major Emergency1 (Page 13)
	Any event which, usually with little or no warning, causes or threatens death or injury, serious disruption of essential services, or damage to property, the environment or infrastructure beyond the normal capabilities of the principal emergency services in the area in which the event occurs, and requiring the activation of specific additional procedures to ensure effective, co-ordinated response.

	Morbidity
	The rate of incidence of a disease

	Risk
	The combination of the likelihood of a hazardous event and its potential impact.

	Water Safety Plan
	As defined in the WHO “Guidelines for drinking-water quality” 3rd Edition in 2004, revised 2006

	Water Service Authority
	Under Section 2 of the Water Services Act, 2007 a "water services authority" means ‘a County Council or a City Council as defined in the Act of 2001, and, subject to such exceptions as may be prescribed, and where the context permits, any references to a

sanitary authority or local authority in any legislation, in so far as it

relates to functions of that authority in relation to water services,

shall be regarded as a reference to a water services authority’. 


Abbreviations
	Abbreviation
	Definition



	Capex
	Capital Expenditure

	DBO
	Design Build Operate

	DoEHLG
	Department of Environment, Heritage and Local Government

	DWIM
	Drinking Water Incident Management 

	DWIRP
	Drinking Water Incident Response Plan

	EHO
	Environmental Health Officer

	EPA
	Environmental Protection Agency

	GWS
	Group Water Scheme

	HSE
	Health Services Executive

	Opex
	Operational Expenditure

	WHO
	World Health Organisation

	WSNTG
	Water Services National Training Group

	WSP
	Water Safety Plan

	WTW
	Water Treatment Works


1 Introduction

1.1
Preface

Access to safe drinking-water is essential to health, a basic human right and a component of effective policy for health protection.
 (Page XV) The EPA Report on the Quality of Drinking Water in Ireland for 2004 reported that “the quality of drinking water supplied by the majority of public water supplies was satisfactory while that in the larger public water supplies serving cities and large towns was good.”
(Page 35) Considerable progress has been made in addressing the poor microbiological quality of private group water schemes following the provision of new / upgraded water treatment plants as part of DBO bundles.

Nevertheless, consumers do, on occasion, experience interruptions to supply or water which constitutes a potential danger to human health following contamination incidents. In some instances, there has been adverse reaction in the media with the potential for loss of confidence by the public in their drinking water supplies. Several recent high profile incidents in Ireland have brought into sharp focus the 

There has been an increased focus on the management of emergencies in Ireland and internationally. A New Framework for Major Emergency Management was announced on 12th September 2006 by the Minister for the Environment Heritage and Local Government and replaces an earlier Framework document published in 1984. 

This forms the backdrop to the initiative by WSNTG in 2006 to engage consultants to develop a Drinking Water Incident Management System and a supporting training programme.

1.2
Scope 

It is intended that this Guidance on preparing and implementing a Drinking Water Incident Response Plan shall apply to:

1. Public Water Supplies and Group Water Supplies

2. All aspects of the drinking water systems including sources, abstraction and through treatment and distribution to the consumer's draw off point. 

3. Contamination incidents, whether accidental or deliberate

4.  Interruption to supply, due to failure of the distribution network or a treatment process

While the focus is on dealing with unplanned events, a number of the elements of a Drinking Water Incident Response Plan are also appropriate for dealing with planned events that lead to an interruption of drinking water supply. In particular, the procedures for communication and provision of alternative supplies will also apply to planned events.

Terrorism is now seen as a significant threat to water supply integrity on an international basis. This is a significant issue in its own right and is somewhat outside the scope of the water services function to determine terrorism risks. It is proposed that an appropriate methodology on this would be for the Drinking Water Incident Response Plan Manager to liaise with the Office of Emergency Planning to determine risks and taking account of International best practice determine what measures need to be taken in terms of monitoring requirements and responses to various terrorist type incidents.
1.3
Using the Guidance Document

This document is to be used in conjunction with the following:

· Drinking Water Incident Response Plan Template

· Training Documents

The Template contains prompts which refer back to specific sections of this Guidance Document for advice. These prompts are shown in [square brackets] and are coloured green.

A Drinking Water Incident Response Plan takes time and resources to complete. It is intended that this can be reduced by using the Drinking Water Incident Response Plan Template. This Guidance Document gives guidance on the preparation of a Drinking Water Incident Response Plan (DWIRP)  including guidance on how the template can be customised to suit the needs of individual water services authorities.

Continuous updating is required to ensure that current information and contact phone numbers are provided.  Therefore, the DWIRP needs to be updated frequently.  It is suggested that the workload of continuous updates of the DWIRP is reduced by placing commonly changed documents or lists in the Appendix so the whole document does not need to be replaced.  

It is intended that this document is used by the Drinking Water Incident Response Plan Manager (see definition in Section 1.4) and provides guidance on the preparation of a DWIRP and the implementation of best practice Drinking Water Incident Management. 

It is intended that this Guidance Document is used in the preplanning for incident management but the DWIRP is the reference document to be used at the time of any drinking water incident.

This Guidance Document should be read in advance of preparing the plan. The Template Document is available as a framework on which to develop the plan, but the majority of the key guidance is contained in the Guidance Document.

Section 8 of this Guidance Document outlines the common elements of an Incident Response Plan and that section should be consulted in the first instance. These common elements will make up the bulk of the plan.

This Guidance Document is also a good source of useful background data and case studies, and the appendices contain a large body of reference material. Useful appendices in this regard include the following:

· Appendix A: Legislation

· Appendix C: Case Studies

· Appendix D: Relevant Publications

· Appendix F: Bibliography

All of the material listed in Appendix D (Relevant Publications) has been uploaded onto a CD, and the CD accompanies this Guidance Document.

Figure 1.1 shows in graphical form the structure of the Guidance Document.

Figure 1.1 Structure of the Guidance Document
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1.4
Resources to Prepare the Plan 

While the DWIRP will set out the resources, people and equipment, required to implement the plan this section gives an indication of the resources required to prepare a DWIRP.

It is recommended that the Water Services Authority appoint a designated person, (herein after known as the Drinking Water Incident Response Plan Manager) with responsibility for the development and implementation of the Drinking Water Incident Response Plan. It should be noted that this person (DWIRP Manager) is generally not involved in the response to an incident. Separate persons will be appointed to manage and co-ordinate incident response when an incident is declared.

The Drinking Water Incident Response Plan Manager may need to consult with a number of personnel within the authority, including the following:

	Internal
	External

	County or City Manager
	Health Services Executive

· Public Health Director

· Microbiologist/Bacteriologist

· Public Analysts Laboratory

	Water Supply Operations
	Garda Siochana

	Environment Section – Drinking Water Sampling
	Environmental Protection Agency

	Rural Water Liaison Officer
	NFGWS

	Press Officer
	Group Water Schemes

	Civil Defence Liaison Officer
	DBO Operators

	Fire Officer & Fire Service
	


It will also be necessary to follow the authority’s procedures for the review and approval of the document and if none exist that would be appropriate to the plan, it is recommended that the plan be reviewed and approved by the Director of Services with responsibility for Water Services Operations.
2 Research 

In conjunction with the preparation of this Guidance Document research was undertaken related to Drinking Water Incident Management.

The research material was collated in a number of groups as follows:

1. DoEHLG Circulars

2. Drinking Water Guides

3. International Drinking Water Incidents

4. Irish Drinking Water Incidents

5. Local Authority Procedures

6. Legislation

7. Major Emergency Planning

8. Risk Management

9. Water Quality

All of the material listed in the above categories is detailed in Appendix D (Relevant Publications) and has been loaded onto a CD, which accompanies this Guidance Document.

2.1 
Drinking Water Quality 

It is clear from the research that there is continuous change in the area of drinking water quality for a number of reasons including the following:

· Scientific advances resulting in improved detection

· New approaches to the management of drinking water supplies e.g. risk based methodologies in the WHO Drinking Water Guidelines and the promotion of Water Safety Plans by the EPA
· Emerging Pathogens (Emerging pathogens are those that have appeared in a human population for the first time, or have occurred previously but are increasing in incidence or expanding into areas where they have not previously been reported, usually over the last 20 years (WHO, 1997)).


While the approach to Drinking Water Incident Management proposed in this Guidance Document is based on current best practice it is recognised that this will need to be updated over time to take account of revisions in standards and methodologies. Accordingly, it will be important that the Drinking Water Incident Response Plan Manager keeps abreast of new developments relating to drinking water incident management.

2.2 Current Role of the HSE

Due to recent changes in the structure of the health services in Ireland, the various titles and roles within the HSE have changed in recent years. However the central role of the HSE in the protection of public health in relation to drinking water has not changed significantly. Arrangements for liaison with the HSE during a drinking water incident vary from local authority to local authority, but there is some degree of commonality. The document that sets out the exact role of the HSE in the protection of public health in relation to drinking water is the publication titled ‘Drinking Water and Public Health – A Review and Guide for Public Health Physicians, September 2005’. From a review of that document and from various discussions with practitioners around the country, the current involvement of the HSE can be summarised thus:

· Each county has a Medical Officer of Health, and this role has been set out in statute since the foundation of the state (Local Government Act 1925). While there is no specific mention of the Medical Officer of Health (MoH) in Drinking Water Legislation, the EPA’s 2004 handbook describes an advisory role for the MoH, and sets out the expected role of the MoH in responding to incidents. In practice therefore, the local authority must liaise with the MoH where public health is affected by an incident. It should be noted that originally the MoH was a local authority appointment, but is now a HSE appointment, reporting to the Assistant Director for Health Protection. It is generally the MoH’s decision to implement a boil notice if required.

· Surveillance of infectious diseases (eg. cryptosporidium) if the responsibility of the MoH within each county, but nationally this role is taken on by the HPSC

· Water Quality Liaison groups have been formed by most local authorities (generally meeting 2-3 times per year). These groups are comprised of senior water services personnel, the Medical Officer of Health, and representatives of the Environmental Health Departments of the HSE.

· There is close liaison between the Environmental Health Departments (32 No.) and the local authority, and in some cases EHOs are based in the local authority premises.

· Written protocols between the local authority and the HSE have been developed in only a few local authorities, but where they exist they are quite comprehensive (eg. Carlow County Council, Dublin City Council).

· The concept of Incident Response Teams (IRT) has been set out in the document ‘Drinking Water and Public Health – A Review and Guide for Public Health Physicians, September 2005’.

2.3 Current Role of the EPA

The role of the EPA in relation to Drinking Water has recently changed, and is set out in SI 278 of 2007 [The European Communities (Drinking Water) (No. 2) Regulations 2007]. Under the new regulations local authority water supplies are supervised by the Environmental Protection Agency, who now have a ‘policing’ role.  Monitoring programmes proposed by each local authority are also subject to approval by the Agency, which is in turn required to supervise the performance by local councils of their monitoring functions. Supervisory authorities (local authority in the case of a group scheme or the EPA in the case of local authorities) have powers of direct intervention to carry out necessary remedial measures where a water supplier fails to do so.

The EPA have taken a pro-active role in relation to certain topical water supply issues such as cryptosporidium. Under the aegis of the EPA, a Cryptosporidium Working Group has been established to develop practical advice for local authorities in dealing with a cryptosporidium outbreak. One of the sub-groups set up as part of the Cryptosporidium Working Group deals specifically with Incident Response (to cryptosporidium incidents) and that sub-group have developed a website, which contains useful data that is designed to be the first port of call in responding to a cryptosporidium incident. Details of the website can be found at www.epa.ie. While the Drinking Water Incident Response Plan (DWIRP) has been developed to cover a  drinking water incidents (including microbiological and chemical contamination, loss of supply etc.), the EPA website is an extremely useful point of reference when responding to incidents involving cryptosporidium and should be used in conjunction with this Guidance Document.

3 Legislation 

The following legislative instruments are of relevance to Drinking Water Incident Management in Ireland:

· Drinking Water Regulations implementing Council Directive 98/83/EC (current version: SI 278 of 2007)

· Section 58 Environmental Protection Agency Act, 1992 – sets out role of EPA with regard to drinking water

· Safety Health and Welfare at Work Act, 2005 – the Act and relevant Regulations under the Act will apply to activities undertaken to respond to incidents

There are requirements in the Drinking Water Regulations under Regulations 9 and 10 on Protection of Human Health and Remedial Action respectively.

The current draft of the Water Services Bill does not address this issue either, although it may be addressed under Regulations under the Act, when passed into law.

There are some minor changes of relevance embodied in the new Drinking Water Regulations (SI 287 of 2007) when compared to the old Regulations (SI 439 of 2000). Under Article 9 (Protection of Human Health), the making of a decision that a water supply constitutes a danger to public health is now taken ‘in consultation with the Health Service Executive’. Although this happened in practice in the past it is now explicitly stated in the new Regulations.

In relation to Incident Management, Regulation 10(10) now states that ‘each water supplier shall maintain a record of any incident of failure to meet the parametric values in Part 1 of the Schedule, and such record shall include details of (a) the date of the incident, (b) the extent and duration of the failure, (c) the cause of the failure, and (d) details of any complaint received arising from such failure’. This has implications in relation to the keeping of records during an incident, which is discussed in Section 8.7 of this Guidance Document.

Section 51 of the Water Services Act (in force since December 2007) is also of relevance to drinking water incident management. Section 51(2) of the Act states that ‘an authority may temporarily interrupt service from a waterworks…..(b) in an emergency, including where an immediate risk to human health or the environment exists’. Section 51(3) of the Act covers the notice that must be given to consumers prior to such an interruption, while Section 51(4) to 51(6) cover requirements in relation to alternative supplies, where the interruption lasts for more than 24 hours. 

Each county council is now the sanitary authority for the entire county, including any Town Councils, under the Local Government Act, 2000. The Guidance Document is being prepared on this basis. In addition, under the new Regulations, each Sanitary Authority is the Supervisory Authority for water supply in its functional area. This duty extends to all water supply schemes, including group water schemes.

4 Framework for Major Emergency Management 

A New Framework for Major Emergency Management was announced on 12th September 2006 by the Minister for the Environment Heritage and Local Government and replaces an earlier Framework document published in 1984.

The new Framework proposes a systems approach to major emergency management with the following elements:

· Hazard Analysis/ Risk Assessment;

· Mitigation/ Risk Management;

· Planning and Preparedness;

· Co-ordinated Response; and

· Recovery. 

The incident management system for drinking water takes account of the new Framework for Emergency Planning and in particular on the following issues:

· Common language and terminology - In situations where different organisations are working together, they need a common vocabulary to enable them to communicate effectively.
· Methodologies used in the Framework for Emergency Planning, in particular the accompanying Guidance Document on risk assessment.

The Drinking Water Regulations of December 2000 implement in Ireland Directive 98/83/EC of 1998 on the quality of water intended for human consumption. The 1998 Directive is in turn largely based on the WHO Drinking Water Guidelines 2nd Edition of 1993. WHO published the “Guidelines for drinking-water quality” 3rd Edition in 2004 and with a revised version in 2006, which incorporates the first addendum to the Guidelines.

The WHO Guidelines introduces the concept of Water Safety Plans and states that “The most effective means of consistently ensuring the safety of a drinking-water supply is through the use of a comprehensive risk assessment and risk management approach that encompasses all steps in water supply from catchment to consumer. In these Guidelines, such approaches are termed water safety plans (WSPs).”
The Water Safety Plan concept has been endorsed by a number of international agencies in the last 2 years e.g. Bonn Charter for Safe Drinking Water of 2004 and the UK Drinking Water Inspectorate in their Guidance Document of 2005.

Circular L13/02 states that “Each local authority is required to have in place an Action Plan for the Protection of Drinking Water Supplies.  There are two elements to the Action Plans, the first dealing with preventative protection measures and the second with the local authority’s strategy for responding to contamination incidents or other emergencies.”
The following framework is proposed for drinking water supplies:

1. The Drinking Water Incident Response Plan is developed at the Water Services Authority level to set out the authority’s strategy for responding to contamination incidents or other emergencies. This is the subject of the Template and Guidance Document now being prepared.

2. Water Safety Plans are developed at the scheme level to ensure the safety of a drinking-water supply from catchment to consumer. The risk assessment and lessons learned from dealing with drinking water incidents will feed into the Water Safety Plans. In their latest Report on Drinking Water Quality in Ireland, and also in Guidance Booklet No. 3 on Remedial Action, the EPA have highlighted the need for Water Suppliers to prepare Water Safety Plans for each of their schemes.
5 Objectives & Standards

5.1
 Objectives 

The objective of Drinking Water Incident Management is to minimise the effect of potential emergencies affecting the water supply system which will:

· Assess and eliminate, or minimise, risks to disruption of supplies

· Assist water suppliers prepare for and be in a position to respond rapidly to any emergency and minimise its effects. 

· Ensure as far as possible, continuity of service.

· Minimise the length of time required to restore the system to operational normality.

· Protect human health.

5.2 Standards 

With the exception of the Drinking Water Regulations there are no statutory requirements relating to levels of service for drinking water supplies in Ireland. In the UK there are requirements on levels of service including for emergencies.

For example, a Direction was issued under the Water Industry (Scotland) Act 2002 (Directions in the Interests Of National Security) Order 2002 stating that Plans for essential water supply shall be prepared upon the following basis:

The Scottish Ministers hereby notify Scottish Water generally that the supply required by paragraph 1(2)(b) of the Directions is not less than 10 litres of drinking water per person per day.

In the absence of any requirement in Ireland it is suggested that the emergency requirement of 10 litres of drinking water per person per day be used as a target value in this Guidance Document.
6  Risk Management 

6.1
Introduction 

Risk Management is the process of measuring, or assessing risk and developing strategies to manage it. The risk management process has developed to a great extend over the last 20 years and is now regarded as a fundamental process in a number of areas e.g. setting standards for drinking water; emergency planning and health and safety. The third edition of the WHO Drinking Water Guidelines has been comprehensively updated to take account of developments in risk assessment and risk management since the second edition. The Framework for Major Emergency Management1 sets out a systems approach to major emergency planning; it includes 5 steps, two of which relate to risk management. 

6.2
Methodology 

The approach to risk management proposed in this document is based on the Framework for Major Emergency Management but adapted to suit drinking water. The following are key terms in the risk management process and are defined in the Glossary of Terms and Abbreviations:

· Hazard

· Impact

· Likelihood

· Risk

For DWIM, a qualitative assessment is considered the most appropriate approach to determine the risk based on impact and likelihood. The classification of risk is based on a risk matrix with impact on the horizontal axis and likelihood on the vertical axis. The level of risk for each hazard or hazardous event can be estimated by identifying the likelihood of occurrence (e.g. almost certain, moderate, rare) and evaluating the severity of consequences if the hazard were to occur (e.g. insignificant, major, catastrophic). The aim should be to distinguish between very

high and low risks. 
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The methodology is set out in greater detail in the following sections.

6.3 Hazard Identification

It will be necessary for the Drinking Water Incident Response Plan Manager to determine the hazards that apply to the Water Services Authority, taking account of the various public and group schemes that are relevant to Drinking Water Incident Management.

Risks can only be assessed and prioritised in relation to objectives. The following objectives are considered appropriate to Drinking Water Incident Management:

· Deliver Drinking Water

· Meeting Quality Requirements

· Without Interruption

· Maintain Consumer Confidence

· Effective Management of Incident

· Minimise Health Risk to Consumers

· Inform Customers

· Provide Emergency supply

· Minimise time to restore system

· Minimise Cost

· Avoid Claims

· Prevention Measures (Capex & Opex)

· Emergency Measures

The hazards can be considered under a number of headings as follows:

· Source

· Treatment

· Network

· Incident Management i.e. hazards that will impact on the effective implementation of the DWIRP

6.4 Risk Assessment

The tables in the following page show the key elements of the risk assessment process:

· Likelihood – The descriptors used are an amalgam of those used in the Framework for Emergency Planning and Drinking Water Guides 
 Page 11; 
Page 42.

· Impact/Consequence – The descriptors used are based on the WHO Guide on Water Safety Plans 6 Page 42

· Level of Risk – The classification used for level of risk is based on the Australian Drinking Water Guidelines 4 Page 3-8 with some modifications. 

There are 4 zones on the risk matrix that need to be considered in the Drinking Water Incident Response Plan. The appropriate approach for managing each risk depends on the zone:

· Zone 1 - Prevention or Mitigation 

· Operations - Operations Plan

· Source Protection 

· Local Source Protection Plan

· River Basin Management Plans  

· Assets - Asset Management Plans 

· Zone 2 - Planning & Preparedness 

· Drinking Water Incident Response Plan 

· Zone 3 - Extendibility Zone where hazards are extremely/very unlikely and do not therefore warrant specific preparedness, but can be responded to by extending the arrangements of the DWIRP

In addition there is Zone 4, which is considered to pose negligible risk and is managed by routine procedures separate from the Drinking Water Incident Response Plan.



Each identified hazard is entered on a Risk Assessment Matrix and an assessment is made on the Likelihood and Impact of the hazard; the Risk is then determined based on the level of risk matrix as shown above. The following details are also included on the Risk Assessment Matrix for each hazard:

· Action Planned

· Target Date

· Owner

6.5 Supporting Documents

A Template for a Risk Assessment is included in Appendix B to support the Drinking Water Incident Response Plan Manager in the preparation of a DWIRP.

7  Communications 

7.1 Communication Generally
One of the key issues associated with the management of a drinking water incident is the effective use of communications. This can be sub-divided into:

· Communications to consumers and to the public in general

· Communications within the response team

There have been many examples of both effective and poor use of communication tools following an incident, and given the speed of modern media, getting a communications system in place as early as possible is vital to incident management.

7.2 Team Communications 

Communication protocols within the response team are tied in to the chain of command established as part of the Drinking Water Incident Response Plan. The appointment of an Incident Manager, as discussed earlier, is crucial to effective communications. Depending on the type and scale of the incident, the problem can be first communicated to a number of persons or bodies, including the Fire Service, Garda Siochana, Local Authority head office, Local Authority area office, Group Water Scheme Management, elected members, via the 999 emergency number etc. The first vital step is that this initial report is quickly communicated to the Incident Manager. This action will mean that the communication protocols set down in the DWIRP will be implemented. If this action does not occur, the message may escape into the general media in an unmanaged way.

There has been an over-reliance on the mobile networks to manage communications within the response team. Consideration needs to be given to alternative systems should the mobile networks fail. Use of VHF sets should be considered.

7.3 Public Information 

Maintaining early public confidence during an incident is crucial; otherwise effective communication management of the incident is almost impossible. Communication needs to be proactive rather than reactive. It is also important that the right person is appointed to front communications to the media. This person can be from any of a number of departments, but should be a good communicator and should be senior enough within the organisation to appear credible to the general public, otherwise the public may get the impression that the incident is not being afforded enough importance by the local authority.

For significant incidents the authority should consider the appointment of a Press Officer. This person would have the power to delegate responsibility to other persons, technical or otherwise as appropriate, to handle media communications.

It is important to concentrate on 3 or 4 key messages during media communications, and not to stray into unrelated or unimportant topics. Messages need to be kept simple but informative, and often the message may just be:

· What happened?

· Why it happened?

· What is the likely duration of the incident (if not known say so, do not speculate)?

· How serious is the incident (is there any risk to public health)?

As stated above, maintaining public confidence is key and a simple but informative message will assist in this. The use of an existing good relationship with the press (if this exists) can be a useful tool. It is crucial to brief elected members of major incidents, so that they are informed prior to receiving phone calls from the general public.

7.4 Telephone
Telephone communications are more applicable to inter team communications than to communications with the public. However telephone communication is a good initial tool to get the message to key bodies and individuals, including vulnerable customers. The DWIRP should contain a list of mobile phone numbers (and land line numbers) of individuals who will be able to assist in getting the message out.

Dedicated telephone lines for major incidents should be considered. However there have been some reported incidents of telephone lines being overloaded, and a sufficient number of lines should be made available, sufficiently resourced, so that this does not occur. Operators should also be thoroughly briefed on the key message and how to respond to complaints.

7.5 Leaflet Drop
Leaflet drops can be an effective way of getting the message out in the public domain and has worked well in drinking water incidents in Ireland. However there are a few points to note regarding leaflet drops:

· The growing number of apartments makes delivering a leaflet to all addresses difficult, unless An Post can be called in to assist

· Leaflet drops require the use of a large number of personnel; in urban areas due to the number of properties, and in rural areas due to the travel distances involved

· As well as a general leaflet drop, it may be useful to target those who can pass on the message to others, and the leaflet should state this request.

7.6 News Media
News media can be sub-divided into:

· Print media (local and national)

· Radio (local and national)

· Television

· Internet

Print Media

The use of print media to initially report an incident is limited by publications dates. It is however a powerful tool to proactively provide updates on a longer term incident. Newspapers are likely to generate their own angle on an incident, but invariably they require some type of input from elsewhere. The key to managing this is to direct reporters to the most appropriate person, in small scale incidents this is most likely the Incident Manager however, in larger scale incidents where there is significant media interest this would detract from the primary duties of the Incident Manager and a Press Officer or other senior official should be delegated this responsibility. If this does not happen, inaccurate or sensationalist information may get printed. Print media is a good tool for reporting the closure of an incident and this can be used proactively.

Radio
It should not be assumed that the use of radio as a medium to initially report an incident will reach all of a local populace. Radio listenership figures suggest that young adults are increasingly tuning-in to national stations at the expense of local stations. Local radio is useful though at generally getting a message out into the public domain. When the existence of an incident is known in the community, people do tend to tune in to local stations to get updates, regardless of their normal listening preferences.

Television
The use of television as a medium is generally restricted to large-scale incidents, including those that affect public health. Once again it is important that a person with good media skills is nominated for television interviews, as this can determine the public’s confidence in the management of an incident. The use of Aertel may also be considered for large-scale incidents.

7.7  Internet
The population is increasingly IT aware and most houses now have access to the internet (either dial-up or broadband). Updates of an incident on the local authority’s website can be effective, but the link to this information should be very obvious on the website’s front page. This medium can be fully managed by the local authority and if used correctly, there is a low risk of misinformation from this medium. 

8 Common Elements of an Incident Response Plan

8.1 Classification of the Incident

In order to effectively respond to incidents it is necessary to make an early identification of the potential risks an event might present, long before such an event occurs.  The purpose of that risk assessment is to initiate an appropriate level of response to manage the incident at the earliest opportunity. 

In relation to classification of an event once it occurs, the types of incident generally faced by the water industry are tabulated below. The sample values in the table are for a large organisation with substantial in-house resources at its disposal. Threshold values should be determined to suit the response capability of the specific Water Services Authority. Incidents can be classified into two types (medium severity, and high severity) as shown below, and this classification determines the level of response to the incident.

Table 8.1 Incident Categorisation Table

	Type of Incident
	MEDIUM SEVERITY
	HIGH SEVERITY

	WATER SUPPLY 
	
	

	No Water less than 8 Hours
	800  to 8000 prop
	Gtr than 8000 prop

	No water for greater than 8 hours
	200 to 4000 prop
	Gtr than 4000 prop

	Public Health Risk – Boil
	Up to 8000 prop
	Gtr than 8000 prop

	Public Health Risk – Don’t Drink
	Up to 800 prop
	Gtr than 800 prop

	Severe Dirty Water (No health Risk)

(e.g. Manganese / Iron)
	800 to 3000 prop
	Gtr than 3000 prop

	FLOODING
	
	

	Surface Water

(Incl water from bursts)
	Attract media interest
	Widespread flooding of properties / disruption to utilities or transport


	Type of Incident
	MEDIUM SEVERITY
	HIGH SEVERITY

	ENVIRONMENTAL
	
	

	Watercourse Pollution
	Serious breach of consent – fish kill.
	As Amber plus clean up operation required by EPA and / or other agencies.

	Chemical Release to atmosphere
	Significant breach – local procedures invoked – emergency services attend
	Major release beyond boundary potential evacuation /  casualties 

	Malodour
	Involvement of EHOs, Customers Council, Elected Members, Media
	Public perception of scale of incident requires Red Team. There may be limited Crisis Team Involvement.

	Dams
	Where remedial or preventative action is necessary to safeguard the structure. Urgent Investigation.
	Significant danger of dam failure necessitating major mobilisation of resources. Urgent drawdown.

	OTHER
	
	

	Telemetry
	Loss of a number of key sites.
	Prolonged widespread failure.

	Public Interest
	Significant existing or potential adverse media interest in a Local Office issue
	For Authority wide issues requiring a co-ordinated response.


The triggers contained within any incident classification table are definite levels at which predetermined responses must be invoked. This should not preclude the earlier escalation in appropriate situations.

As this incident categorisation table also applies to the Group Scheme Sector, an awareness programme should be developed to ensure that Group Scheme managements are made aware of this table, its purpose and who to advise if they suspect an incident is occurring.

The likelihood of the impact being realised are determined by referring to Table 8.2 below.

Table 8.2 Assessment of the Likelihood of Potential Incidents
	Likelihood
	
	Description

	Almost certain or has already happened
	A


	The impact has occurred 

	Likely
	B
	The impact is almost certain to occur even with remedial action being taken. 



	Moderate
	C
	Asset Failure – Remedial measures are in hand which it is hoped will mitigate the impact.  There is however a reasonable risk that these will not be successful. 

HSE Decision – Uncertain as to whether risk management measures will be required. 



	Unlikely
	D
	Asset Failure - An event has occurred which has the potential to cause the impact. Remedial measures are however well in hand and under control. The impact is unlikely to occur.

HSE Decision – Confident that the HSE decision will not require risk management measures through past experience and the level of the results. 


Based on the above assessments the following matrix is to be used as a guide to decide that activation of the Drinking Water Incident Response Plan is required for potential incidents 

Table 8.3 Risk Matrix for Escalation of Potential Incidents
	 
	Incident potential severity

	
	Minor Severity
	Medium Severity
	High  Severity

	Likelihood
	A (almost certain/actual)
	No Escalation
	Escalate 
	Escalate 

	
	B (likely) 
	No Escalation
	Escalate 
	Escalate 

	
	C (moderate) 
	No Escalation
	Monitor and review
	Escalate 

	
	D (unlikely)
	No Escalation
	Monitor and review
	Monitor and review


8.2 Formulating a Response

8.2.1
Principles of Effective Incident Management
When developing a strategy and process for Incident Management it is important to be clear about the overall objective. This is about the ethos of that agency and where it sees it roles and responsibilities. This ‘Mission’ should not be overly complicated.

There are no right or wrong answers and below are some examples that could be appropriate to different businesses –

· To protect the share value of the company.

· To protect the reputation of the agency/company

· To provide a compassionate and sensitive service to customers

· To meet or exceed the reasonable expectations of all stakeholders

· To restore normal service as quickly and economically as possible

If the supplier is a limited company the primary issue is protecting the investment of shareholders and while it may be necessary to do all of the other things in order to achieve that result these things are only being done to achieve the primary goal. In the case of an Irish local authority this is obviously not the case.

There is a temptation to say that the focus of the response is to restore normal service as quickly as possible, this however is unlikely to be the correct mission. If for example restoration will take a minimum 3 days the customers would be better served by efforts being initially focused on providing limited alternative water supplies even if this ultimately leads to a longer delay in restoring normal service.

The importance of being clear about the overall general mission is that this will influence how the incident team should be structured, how it will behave and what its priorities should be particularly when resources are limited. Strategic decisions should be aligned with the primary mission.

Responsibility
Emergency incidents cannot be managed by collaboration and collective decision-making, as the processes are too slow and uncertain. Command and control must be exercised and while it is desirable to seek the views of others where appropriate the decision must ultimately rest with one individual. Decisions frequently have to be made and plans formulated on inadequate information. A timely plan based on limited information is far better than a perfect plan developed too late.

Authority involves the right and freedom to use the “Power of Command”, and ultimately enforce compliance. Whilst a ‘commander’ can devolve specific authority to members of his team to decide and to act within their own areas of delegated responsibility, a ‘commander’ retains overall responsibility for his command. Responsibility is therefore a fundamental concept of command, which was described by Admiral Rickover USN as follows:

‘Responsibility is a unique concept. It can only reside and inhere in a single individual. You may share it with others, but your portion is not diminished. You may delegate it, but it is still with you. You may disclaim it, but you can’t divest yourself of it.’

Accountability is a corollary to both responsibility and authority. It involves a liability and obligation to answer for the proper use of delegated responsibility, authority and resources. Thus when delegating responsibility, sufficient authority should be granted to a subordinate for them to carry out his task. The subordinate meanwhile remains accountable to his superior for its execution.

In order to make timely decisions responsibility must be delegated to the Incident Manager. When responsibility is delegated there has to be clarity of the limitations and adequate authority to discharge that responsibility must also be delegated. Any DWIRP should clearly specify the level of responsibility and authority delegated to all members of the incident team.

Team Structure    

The structure of the incident team is in itself of limited importance. What is important is that a defined incident team structure is established to maintain the effective coordination and management of information, infrastructure and logistics, through rigorous command and control. Command and control are two different functions. Command is concerned with the deliberate and considered decision making /thinking that contributes to Mission achievement: Control is concerned with the good executive management of the decision-making. There should be a clear chain of Command and Control of appointed subordinate leaders, each with the authority and responsibility for the achievement of clear subsidiary objectives.

An incident team structure could be created and implemented as and when events arise but there would be little clarity of responsibilities. The advantage of a clearly defined team structure is that roles and responsibilities are pre-defined and understood by all at the outset and the team can quickly swing into action.

Roles and Responsibilities
Every individual in the team must have clear roles and responsibilities that will deliver the defined objective. These should be clearly documented in the plan.

Communications Architecture  

This is the ways and means that information and decisions are passed up, down and across the incident response team.

Agreed terminology   

A common agreed language where terminology has a common understanding throughout the incident response team.

Critical Success Factors

Every objective must be capable of being assessed against defined Critical Success Factors (CSFs). The definition of a Critical Success Factor (CSF) is one of between four and eight factors that are MOST critical to the success of achieving the objective, goal or project. It is what you must have in order to be successful. Every CSF must be critical to success and all of them together must be sufficient to ensure success.

Trust

Trust is one of the cornerstones of leadership and command and like respect it must be earned. There are few short cuts to gaining the trust of others, but it is based on a number of qualities including professional competence, personal example and integrity. Trust is a prerequisite of command at all levels. Staff must not only feel that they can trust their immediate superiors, but must also have confidence in the ability of those higher up the chain of command, right to the top. It is just as critical that trust extends down the chain of command.

A ‘commander’ gives his instructions in a manner that ensures that his subordinates understand his intentions, their own objectives and the context in which those objectives are to be carried out. They are told what effect they are to achieve and the reason why it is to be achieved. They are allocated the appropriate resources to carry out their missions. A minimum of control measures are used so as not to limit/stifle unnecessarily their freedom of action.
Decentralisation (Empowerment)
Decentralised decision making, allows staff to use their initiative within their designated freedom of action and provides them with a greater sense of involvement and commitment. Decision levels should therefore be set as low as possible. This sets the conditions for appropriate decisions to be made swiftly in the confusion of an incident or emergency, especially in the early stages. It also reduces the need for all but essential information to be passed up and down the chain of command and ensures that decisions are taken by the local commander, using the most up-to date information. A guiding principle should be that the more fluid the circumstances, the lower the decision level should be set.

8.2.2
Incident Team Structures
As previously stated there are no hard and fast rules about the incident team structure, it is a predefined command and control structure with specific delegated responsibilities. Given the nature of the task in a water emergency it is possible to make recommendations but the final structure should be tailored to suit the responding agency.

Incident Manager (IM)

There is a clear need to appoint one individual in overall charge of the response with the responsibility for the delivery of the emergency response. 

The Incident Manager’s (IM’s) mission may be–

“To sustain public confidence in water supply in the Water Services Authority’s functional area”

His/her key objectives could be to -

· Restore normal water service to customers.

· Deliver the required alternative customer support services.

· Meet Customer, Stakeholders and Media Information needs. 

· Manage the logistic resources to support the above three Objectives.

Possible supporting principles -

· Balance the day to day business needs with the resolution of the unplanned disruption.

· Sustain close collaboration with the appropriate heath professionals and other key external agencies and stakeholders.

· Maintain a communications network for information exchange to support decision-thinking.

· Maintain tight prudence in the use of all resources.

· Act with integrity for the common good.

Critical success factors

· Protect public health.

· Meet customer expectations

· Satisfy stakeholder needs.

· Manage media relations.

· Sustain environmental integrity.

· Maintain goodwill.

Key Objectives
On the basis of the defined key objectives there are 3 primary sub functions and one in support of these –

1. Restoration of normal service (Recovery)

2. Alternative services (Customer Support)

3. Meet Customer, Stakeholders and Media Information needs (Information)

4. Manage the logistic resources to support the above (Resources)

Clearly if a different set of key objectives were defined a different structure may be desirable.

A simple structure to deliver the above objectives would be 
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The roles could be defined generally as follows -

The Recovery Manager’s mission would be to restore water and service to customers without delay.

His/her key objectives could be to -

· Provide accurate and timely information which defines the area affected, the severity and the likely duration of the interruption to normal service

· Restore any unplanned disruption of the network operation without delay.

· Restore any unplanned disruption of the treatment operation without delay.

· Provide timely and accurate scientific sampling logistics, lab sampling and WQ regulator liaison to support informed remedial decisions.

· Maintain infrastructure information to facilitate health protection decisions

Possible supporting principles -

· Determine and communicate accurately the nature of disruption.

· Seek to minimise service disruption to customers without delay. 

· Sustain close liaison with Customer Support, Information and the Resource Co-ordinators.

· Collaborate with the Incident Manager to develop Recovery strategies.

· Maintain an information exchange network to support decision thinking.

· Maintain prudence in the use of all resources.

· Act with integrity for the common good.

Critical success factors

· Protect Public Health.

· Meet Customer expectations

· Seek innovative speedy solutions.

· Estimate with accuracy.

· Find creative solutions

The Customer Support Manager’s mission would be to restore water and service to customers without delay.

His/her key objectives could be to deliver the following according to the DWIRP and response strategy:

· alternative bottled water supplies 

· tanks and tankered water supplies 

· leaflets 

· posters

· agreed loudhailer message 

Possible supporting principles:

· Deploy all Customer Support resources & equipment to the right place and within the agreed timeframe. 

· Sustain close liaison with Recovery, Information and Resource Support Commands

· Collaborate with the Incident Manager to develop incident resolution strategies

· Maintain an information exchange network to support decision thinking

· Maintain prudence in the use of all resources

· Act with integrity for the common good.

Critical success factors:

· Meet Customer expectations

· Accuracy of deployment.

· Sustain morale of teams.

· Meet defined timelines.

· Achieve performance targets.

· Match resources with need

The Information Co-ordinator’s mission would be to meet the information needs of Customer, Stakeholders and Media.

His/her key objectives could be to deliver the following according to the DWIRP and Incident Communication Framework: -

· Complete accurate message drafting.

· Meet customer information needs through Contact Centre activity.

· Maintain internal information need.

· Sustain political and regulator liaison.

· Provide key accounts / SME with data to support client operations.

· Manage press information.

· Maintain customer information

Possible supporting principles

· Devise collection and dispersal plan of information.

· Sustain network of relationships with customer, stakeholders and media.

· Collaborate with Recovery, Customer Support and Resource & Support Commanders

· Challenge, verify and validate accuracy of input information.

· Collaborate with the Incident Manager to develop incident resolution strategies.

· Maintain an information exchange network to support decision-thinking. 

· Constantly assess customer Stakeholder information to support decision-thinking

· Act with integrity for the common good

Critical success factors:

· Meet Customer expectations

· Meet defined timelines.

· Seek the truth.

· Be accurate

· Maintain consistency.

· Anticipate need

The Resources Manager’s mission would be to manage the logistics support to achieve the Incident Manager’s Objectives 1,2 and 3.

His/her key objectives could be to:

· Source, activate, brief and deploy the necessary plant & transport assets to sustain the emergency operation.

· Source, activate, brief and deploy the necessary personnel to sustain the emergency operation.

· Source, activate, brief and deploy the necessary facilities to sustain the emergency operation.

· Source, activate, brief and deploy the necessary GIS, Procurement and IT support to sustain the emergency operation

Possible supporting principles:

· Acquire the logistics resources from preferred suppliers.

· Liaise with human resources to acquire sufficient manpower to support the mission. 

· Attempt to meet the logistic needs of the Customer Support Commander.  Where unsuccessful identify shortfall of resources as soon as possible

· Collaborate with the Incident Manager to develop incident resolution strategies.

· Maintain an information exchange network to support decision-thinking.

· Act with integrity for the common good

Critical success factors:

· Accuracy of deployment.

· Sustain morale of teams.

· Meet defined timelines.

· Achieve performance targets.

· Match resources with need

The advantage of this type of approach is scalability in that the key objectives for each role if properly defined can become the mission of subordinate staff if requires.

Looking at the role of Recovery Manager for example, the key objectives were –

· Provide accurate and timely information which defines the area affected, the severity and the likely duration of the interruption to normal service

· Restore any unplanned disruption of the network operation without delay.

· Restore any unplanned disruption of the treatment operation without delay.

· Provide timely and accurate scientific sampling logistics, lab sampling and WQ regulator liaison to support informed remedial decisions.

· Maintain infrastructure information to facilitate health protection decisions

In a large scale water quality incident where extensive sampling and analysis is required part of the subsidiary structure to deliver the objective to provide timely and accurate scientific sampling logistics, lab sampling and water quality regulator liaison to support informed remedial decisions might be as shown overleaf.
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This principle can be applied to all or any of the objectives as the circumstances dictate or if the event is small all of the key objectives can be delivered by a single individual, in this case the Recovery Manager.

The Incident Response plan should detail the full extent of the possible structure of the emergency team. The extent of mobilisation for any given event or at any particular time in the event is a decision for the Incident Manager or any of his key staff who need to create an appropriate support structure to achieve their objectives.

An expanded structure for a large scale incident may look more like the diagram overleaf.


Even beyond this level there will be subsidiary teams to deliver the desired outcome each with the necessary structure.

The level of planning undertaken should be based of the perceived risk. If the task can be successfully planned and delivered ‘on the day’ then there is little value in developing a detailed plan in advance. If however the scale and/or complexity of the task will result in failure to achieve the key objectives then some advance planning should be undertaken to mitigate this risk.

As an example if a door to door leafleting operation has to be undertaken at short notice for 100 properties there is no need for a plan. If however, a large number of properties say 50,000 have to be dealt with then a plan would be beneficial. This should cover how leaflets will be produced and the process and structure for delivery.

8.2.3
Communications Architecture
The communications architecture should not inhibit the free flow of information but there is a need for clarity of how information is exchanged if there is to be a discipline and structure to the team.

A distinction should be made between the issuing of instruction (exercising command), the reporting of events and progress (situation reporting) and the sharing of information and general collaboration.

The precise communications architecture should be documented in the plans.  Outlined overleaf is a simplified communications structure.
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8.2.4
Behaviours
During incidents when an Incident team has been formed and is managing events there are some key changes to normal working behaviours, which are critical to the success of the team. 

When anyone is co-opted into the incident team it is imperative that both the individual and the rest of the business understand that their normal day job has been suspended until further notice. This means that the normal chain of command has been broken and their sole responsibility is to their superior within the incident team structure. They cannot be tasked by their normal line manager of for that matter the Director or anyone else and are not available for any aspect of their normal job. 

Personal agendas need to be left behind and there needs to be total commitment to the incident objectives. Anyone who cannot do this should not be a part of the team. It is essential that team success is the priority of all and the ‘it was not my concern, I did my bit’ attitude needs to be eliminated and a supportive environment created.

An incident team working well should exhibit all of the characteristics that we associate with good teamwork.

8.3 Escalation Procedures

It is important for employees to realise when a situation is developing and the extent to which the incident may escalate. The Incident Categorisation Table shown in Table 8.1 is a tool to assist in assessing what situations should be escalated but is not intended to prohibit the escalation of any situation that may require an incident response.

A clear communications protocol and decision process is required to ensure early incident identification and appropriate escalation. This process should be effective both during and outside office hours and be sufficiently resilient to ensure that there is no undue delay in bringing the situation to the attention of an appropriate individual who can assess the situation and initiate an incident response if required.

The specifics of any escalation protocol are unique and need to be tailored to the structure of each organisation. There are however a number of common elements which should be considered when developing an incident escalation procedure.

8.3.1
Basic Requirements
· A clear line of communication should be defined to ensure that at the earliest opportunity, the facts are brought to the attention of a designated member of staff who has the authority to declare an Incident and initiate mobilisation of an incident response

· The designated member of staff assessing the incident should initially assume the role of Incident Manager.

· The Incident Manager should assess the situation and on the basis of the information available, consider the scale of the event (according to the Incident Classification Table) and determine the appropriate action.

· The Incident Manager (IM) should contact an appropriate designated Senior Manager and agree the assessment of the situation and level of escalation.

· The Director of Service/Senior Manager should formally appoint the Incident Manager to the role or arrange a more appropriate replacement to take on the role

· The Incident Manager should initiate implementation of the Plan. 

· Where a large scale mobilisation is required a call-out cascade system should be developed to accelerate the process

· The Incident Manager will be extremely busy in this early phase of events and the Director of Service/Senior Manager should consider which key individuals if any should be made aware of events at this early stage. Any contacts should be subsequently notified to the IM for information

· The guidance on incident escalation should favour ‘over reaction’ as an incident team can readily be stood down with little impact but late mobilisation usually has adverse consequences

· The process should be sufficiently resilient to ensure that it is not unduly delayed through failure to contact any specific individual

· A clear flowchart should be produced detailing the escalation process

· Contact details (names, telephone numbers etc.) should be held separately from the escalation procedures and updated regularly

· A staff awareness programme should be developed and rolled out to ensure that staff at all levels are made aware of the Incident Categorisation Table, its purpose and who they should advise it they suspect that an incident is developing

8.3.2
‘Out of Hours’ Escalation
Where a manned ‘out of hours’ contact number exists this should be utilised as a key element of the escalation procedure. Up to date contact details for all staff and relevant GWs personnel can be held at this location and will assist in creating resilience. If the out of hours number is used by the public an ex-directory number for staff contact should be available as in the event of an incident affecting service to customers the public number will be difficult to contact. 

8.4  Initial Mobilisation

Following declaration and classification of an incident the Incident Manager will determine the make up of the Incident Team and instigate mobilisation.

Clearly mobilisation in the shortest possible time will greatly aid the ability of the Authority to manage the incident effectively.

In order to speed up the call out procedures and free the Incident Manager from this task consideration should be given to a “Cascade” system. Key members of the Incident Team should be appointed by the Incident Manager with each appointed team member calling out appropriate subsidiary personnel. This process should be clearly defined and documented.

The level of initial mobilisation will depending on the nature and the classification of the potential/actual incident. This may involve only the core members of the team or partial response team support initially.  

Formal lists of designated personnel for key roles with appropriate contact details should be maintained. All staff who are required to call out other staff will be provided with a nominations contact list. Consideration will be given to the most appropriate personnel for the incident team (dependent on incident classification and type). Consideration must also be given to ensure that all of the "most experienced” and/or “local staff" are not utilised on the first shift if the incident is likely to extend beyond 12 hours. In most incidents it should be assumed that the incident will extend beyond 12 hours and planning should reflect this.

All staff mobilising other personnel must determine what critical information should be passed to them in the initial callout briefing.  

This should include –

· The basic nature of the incident

· The anticipated duration of the incident (unlikely to be specific)

· The role they are being asked to perform (may have implications with respect to choice of clothing, travel arrangements or equipment required)

· The level of initial mobilisation being undertaken (particularly if they require to call out other staff)

· Where and to who they should report

· Any specific initial actions that they should take in advance of reaching their reporting location

· How communications will be maintained in the interim

· When and how further briefings will take place

· Reminder to commence maintaining their incident log

Opening up and making the Incident Co-ordination Centre operationally ready is critical to the early establishment of the Incident Team and this task should be assigned to a specific role as part of the DWIRP.

Following declaration and classification of an incident there should be clear targets set for mobilising the main Incident Team and staffing the Co-ordination Centre.

The following table gives targets that should be considered:

	During office hours
	· 30 mins – Co-ordination Centre opened and staffed with team members immediately available

· 1 hour -  remainder of the team in place

	Outside office hours
	· 1 hour - Co-ordination Centre opened and staffed with team members located within 10 miles of the ICC

· 2 hours -  remainder of the team in place


8.5  Co-ordination Centre

The Incident Co-ordination centre is the communications hub in any incident and its effective operation will be critical to successful management of the event.

8.5.1
Location for Incident Co-ordination Centre
The most appropriate location for the Incident Co-ordination Centre should be considered carefully, as in most cases, other than major incidents, response to an incident involves an intensification of normal duties. In a small scale event a location close to the incident site with limited facilities may be desirable but in a larger incident this will prove inadequate. There is no need for the Centre to be close to the location of the incident and there are many other factors which are more critical.

When selecting a site for the main Incident Co-ordination Centre the following should be considered –

· Normal work location of key management staff likely to be responding to the incident

· Location of other agencies who may require to support the response effort

· Accessibility of the site

· Level of on site facilities available

· Resilience of the site (power, telephony, IT etc.)

· Welfare facilities available on the site

8.5.2
Basic facilities required
The Incident Co-ordination Centre is not a single room but a suite of co-located facilities. 

The main incident room is the communications hub and all key information should flow through and be recorded here. A dedicated facility is ideal but often hard to justify and more usually a dual purpose room which can be converted at short notice is the most practical solution.

The main incident room should have -

· Sufficient space to accommodate the key incident management staff

· Fixed telephones preferably with headsets and ex-directory numbers

· Dedicated in and out fax machines

· Data points for computers and printers

· Adequate power points for electrical appliances (PCs, laptops, phone chargers etc.)

· Sufficient space for display boards (wipe boards and flip charts) wall mounted or free standing to record ongoing incident information

· A quiet environment i.e. away from busy areas where normal business is continuing

· Space within or nearby to store the emergency equipment for setting up the room 

· Copies of incident plans and pro-formas                                                                                                                   

· Security arrangements to control access

· UHF Radios

Nearby facilities should include –

· Briefing and support staff rooms 

· Additional admin. support facilities

· Photocopying and printing facilities

· Welfare facilities including rest area 

8.5.3
Ancillary facilities
There are some additional facilities which although it is not critical that they are co-located, they do need to be considered –

· Access to plans and records

· Access to GIS, plotters and other corporate systems including telemetry data

· Location for press and/or stakeholder briefings. This should be outwith the security envelope of the Co-ordination Centre and preferably in another building or nearby site

8.5.4
Management of the Co-ordination Centre
The Co-ordination Centre needs to be actively managed and while the overall response to the incident is the responsibility of the Incident Manager the task of managing the operation of the Co-ordination Centre should be delegated to a specific member of the Incident Team. 

Key responsibilities should include:

· Setting up the centres facilities

· Providing adequate administrative support

· Assigning rooms and resources

· Limiting access to the main incident room to appropriate staff

· Ensuring status boards are maintained and recors are being kept

· Arranging any replacement or additional equipment and facilities

· Production of minutes and briefing notes

· Ensuring that the communications function of the main incident room is not disrupted and that adhoc meetings are removed to a separate location

· Ensuring adequate catering and other welfare arrangements are in place

· Monitoring working hours of Incident Centre staff and arranging replacements 

 It is recommended that suitable centres are pre-identified and their associated facilities documented in the appendices to the DWIRP. Details of the recommended layout (including floor plan) should be included in the documentation.

8.6 Exercising the Co-ordination Roles

Achieving an effective response to any emergency requires suitably experienced personnel who have been trained and rehearsed in the implementation of the Plan. While there is no substitute for the experience of managing a real emergency, training and simulation exercises provide a safe environment to develop the necessary knowledge, skills and confidence. 

The level of training and exercise that is desirable and cost effective should be evaluated on the basis of the perceived risks and consequences of any element of the incident response failing to perform satisfactorily. Many staff involved in responding to emergencies will be performing their normal duties and do not need to be trained in this element, all staff will however need a basic understanding of how things differ in a declared incident.

8.6.1
General awareness training
Once a DWIRP has been developed all staff who may be involved identifying or responding to incidents need to be aware of the basics of the plan. 

This training should at least include - 

· Reasons for the Plan

· Basic plan structure and principals

· The Incident Classification Table and how it should be used

· The Escalation Procedures and how they should be used

· Importance of early incident identification and escalation

· Changes to normal business rules during incidents

· Expected staff behaviours during incidents

· Examples of some of the behaviours to avoid during incidents and their possible impact on the overall response

· Maintaining a personal log of events

8.6.2
Incident Team Training
In addition to the basic training, staff who may be expected to perform co-ordination roles in the main incident team need to be given specific training in the implementation of the Plan.

This training should at least include –

· Callout cascade Procedure

· The principals of ‘Command and Control’

· The detailed structure of the Incident Team and how it works

· The duties and responsibilities of each co-ordination role and their interrelationship

· The lines of communication

· The operation of the Incident Co-ordination Centre

· Liaison with other agencies

· Meetings, briefings and record keeping

· Performance monitoring and Critical Success Factors

8.6.3
Role Specific Training
Many of the duties to be co-ordinated by members of the Incident Team differ greatly from those that staff normally perform and specific training and guidance will be required to assist them in their emergency role.

Areas where specific training is likely to be required will include –

· Managing the Co-ordination Centre

· Opening up the Centre

· Maintaining operational effectiveness

· Provision of Admin. Support

· Provision of welfare facilities 

· Emergency communications with customers and others

· Maintaining consistency of message

· Setting up and managing a call centre

· Issuing press releases and use of local radio

· Communication with key stakeholders

· Use of loudhailers

· Leafleting 

· Emergency temporary water supplies

· Mobilisation and deployment of static tanks and bowsers

· Use of bottled water

· Dealing with ‘special needs customers’

· Obtaining and mobilising resources internally and externally

· Manpower

· Vehicles plant and equipment

· Mutual Aid arrangements

· Logistics issues in large scale deployments

· Liaison and communications with other agencies

8.6.4
Simulation Exercises
Training in itself will not allow staff to develop the familiarity with and confidence in the Plan and their role within the team and simulation exercises are recommended. These allow staff to experience their role in a safe environment and learn the necessary skills. They also provide a test for the plan itself and the associated communications protocols.

The best way to rehearse the team is with ‘Desk Top’ exercises. These can be designed for the full team or as mini exercises dealing with one aspect of the plan. The scale and frequency of exercises is a decision for each agency based on the perceived need and benefits.

Full scale ‘Live’ exercises are extremely expensive and time consuming in both the planning and execution and are not often undertaken in the water sector. In part this is because real incidents do occur on a regular basis, which test all or part of the DWIRP.
8.7 Keeping Records

Keeping adequate records during incidents is notoriously difficult and a degree of pragmatism is required. On the one hand it is desirable to ensure that full records are maintained while on the other the process of recording and documenting events should not in itself delay and hinder the response to the incident. 

It is important to remember that the event may become the subject of a post incident investigation; the nature and scope of which can range from a basic internal ‘Lessons Learned’ to a criminal investigation.

There are differing types of information which need to be recorded and it is undesirable to be too prescriptive with respect to what each individual should record; there are however some basics which can be adopted.

8.7.1
Basic Record Keeping 

All incident records should have a clear time and date as the sequencing of events and decisions forms an important part of the record.

· All staff should maintain their own individual log of events which should include

· Appointment to Incident Team, role to be adopted, who if anyone they are relieving and the basic briefing details provided

· Details of key instructions issued or received and to/from who

· Details of key information or resources requested or received and to/from whom

· Details of key activities commenced, completed or pertinent milestones reached

· Details of any other key event

Minutes should be taken of Incident Team meetings. All decisions and assigned action should be recorded with sufficient detail to be clear and specific. Minutes should be produced promptly, circulated and agreed by all concerned.

All media, stakeholder and public communications should be recorded.

Records should be maintained until the Incident Team is fully de-activated and normal service resumed.

8.7.2
Standard Incident Log Sheets
A standard incident log sheet for staff at the main incident centre is desirable as this assists in ensuring that all pertinent information is recorded. Ideally this should be in duplicate with one copy being retained in the Incident Co-ordination Centre for reference.

It is unlikely that field staff will be able to use a standard log sheet and will require keeping a log in a notebook or as circumstances permit. 

8.8  Costs

Emergencies can be very costly and how the final costs are dealt with by the responding agency will ultimately be a decision for the County/City Manager and Director of Services. 

There are however, a number of issues relating to costs which should be considered when planning for emergencies.

8.8.1
Incident Number or Cost Code
A process should exist to assign and appropriate unique Incident Number or Cost Code within the financial system at an early stage. As emergencies frequently arise outwith office hours an out of hours process should be in place to raise an appropriate number. 

The precise mechanism for this should be considered but one possible solution is to create a block of numbers which can be used when an incident is declared. The next number can be assigned to the incident and details entered retrospectively when normal business is resumed.

8.8.2
Cost Decisions During Emergencies
Cost is not usually the primary driver in determining the actions to be taken in an emergency. The Incident Manager however, has a duty to be mindful of costs being incurred by the decisions taken during the management of the response to an incident. 

Clear delegated authority should exist to commit the Authority to the necessary expenditure to manage the incident. A robust channel of communication should be defined to allow the Incident Manager to discuss and agree with an appropriate manager or director any major financial commitment which may exceed his normal delegated authority.

8.8.3
Salaried Staff Costs
In many organisations salaried staff are an on cost and their time is not directly allocated to any specific job. If these costs are to be accurately collected a process needs to exist for all such staff to accurately record the hours they work on the incident so that this can be collated later.

8.8.4
Purchase Orders and Order Numbers
Obtaining appropriate order numbers for procuring goods and service can cause problems and delays particularly outwith working hours. While in most cases the goods or service can be procured and an order issued retrospectively this frequently leads to payment problems long after the incident when invoices are submitted. In the worst case this can cause a reluctance in the supplier to provide the service without an appropriate order.

Consideration should be given to the specific procurement procedures operated within the Authority and if problems are likely an alternative process developed.

8.8.5
Costs Incurred by Other Agencies
The services of other public agencies are frequently sought during emergencies. In some cases these agencies bear the cost as part of the service they provide while in others they may seek to recover their costs. It is worth considering in advance of an incident arising what agreements with key agencies regarding costs do or should exist.

8.9  Water Quality Sampling

In a major contamination incident water quality sample results are a critical element of delivering an effective response. There are a number of issues that can arise depending on the nature and scale of the event and while it is not possible to cover all possible scenarios in detail there are 4 main areas that should be considered when formulating an Incident Response Plan.
· Sampling Priorities

· Co-ordination of sampling, analysis and results

· Analytical capabilities

· Sampling Logistics

8.9.1
Sampling Priorities
Analytical data is required for a number of purposes and once the nature of the contaminant is determined it is important to review the sampling need and set clear priorities. Data may be required for any or all of the following reasons –
· Determining the levels of contaminant present in order to establish the health risk

· Determining the extent of spread of the contaminant within the network

· Locating the source of the contaminant

· Establishing trends

· Determining the effectiveness of any rezoning operations

· Monitoring the effectiveness of the ‘cleanup’ operation

As there is likely to be limited resources available to collect and analyse samples, it is important that clear priorities are established. Difficult decisions may need to be made with respect to what samples are collected and analysed at any given time and a clear process for how these decisions will be taken and implemented is required.
8.9.2
Co-ordination of sampling, analysis and results
It is desirable that one individual in the Incident Co-ordination Team is responsible for arranging sampling, analysis and distribution of the results. This will help to ensure that –
· Priorities are adhered to

· The most effective use is made of the available resources

· Disruptive enquiries to laboratory staff seeking results are minimised

· The information provided is consistent and distributed appropriately 

· Results are made available at the appropriate time

8.9.3
Analytical Capabilities
The specific nature of the contaminant will determine the type of analysis that is required and which laboratories are capable of undertaking the work. 

A list of laboratories should be maintained detailing their capabilities.
This list should include –

· Location of Laboratory

· Normal working hours and contact details

· Capacity for working outside normal hours and contact details 

· Contaminants for which they can undertake analysis including - 

· Analytical method used

· Accreditation

· Analysis time (from delivery of sample to availability of result)

· Capacity (number of samples per hour that can be processed)

Where multiple labs are being used it is important that any differences in analytical techniques is considered as this might give rise to variations in the results and difficulties in interpretation. If necessary a reference sample should be sent to each lab to establish the compatibility of results  

Depending of the nature of the contaminant there may be indicative or subjective tests which can be used which do not require full laboratory facilities. These can help to inform the response where relative rather than precise data will be sufficient. Such tests might include visual inspection, checks for odour or use portable equipment.

Limited analysis capability is likely to exist at a number of water treatment works and these facilities might be used if appropriate. Again there may be issues with direct comparison of the results with those obtained from accredited laboratory analysis and this may need consideration.
8.9.4
Sampling Logistics
The process of collecting large numbers of samples and transporting them to appropriate analytical facilities can be a complex logistical challenge and needs to be carefully planned and managed.
Aspects which should be considered include –

· Samplers - skills and numbers required

· Type and availability of sample bottles

· Recording and labelling of samples

· Use of sample co-ordination points for tasking samplers, issuing sample bottles and receiving samples for onward dispatch to labs

· Methods of transporting samples to labs

· Choice of sample points particularly during the night and how that may influence results

8.10  Curtailing Water Usage

The decision to curtail or restrict use of the public water supply should be based on the perceived risk to public health. This is in principal a risk based medical decision and should be taken in collaboration with the appropriate health professionals. It is desirable to develop in conjunction with other key agencies (HSE) a specific ‘Waterborne Hazard Plan’. This plan should document the responsibilities of each agency, how and when liaison will be initiated and how the decisions to curtail or restrict use of the public water supply will be reached. In the absence of a full plan a communications protocol and/or Memorandum of Understanding (MOU) should be put in place.

The key areas that should be addressed are: - 

· Problem Investigation

· Risk Assessment

· Risk Management and Control Measures

· Risk Communication

The decision to curtail water usage may require the agreement of threshold values for specific parameters, similar to the use of SMRV’s in the UK. Such thresholds must be agreed with the HSE, in advance of preparing a DWIRP, and in reality this should be done nationally so that uniformity of approach is achieved. The object of this approach is to have a clear understanding for specific parameters as to the values above which dialogue must commence regarding incident response.
8.10.1
Problem Investigation
The purpose of the Problem Investigation is to determine all the relevant facts about an incident and to allow a comprehensive assessment of the risk to public health. 

The investigation process should at least cover the following:
· Review of all available relevant past and current information

· The levels and trends of contamination (raw / final / distribution as appropriate)

· Sampling and analytical methods being used

· The type and effectiveness of the water treatment processes

· The storage and distribution characteristics of the supply

· Travel time through the system

· The possible extent of any contaminated water within the system at that point

· The area affected including the number and type of properties affected

· Past history of similar contamination

· Any action taken to mitigate the hazard and reduce the potential risk

8.10.2
Assessment of Risk to Human Health
The purpose of the Risk Assessment is to determine the level of risk of harm to the public posed by the Incident. 

Contaminant levels, water treatment and supply factors and the numbers of people likely to be exposed to the contaminant should be reviewed.  

Conclusions derived from this process are principally a matter of professional judgement.  However for reasons of public accountability and understanding, it is essential that this process is as transparent as possible.  The outcome of risk assessments should therefore be clearly recorded, including: -

· Severity of contamination in the water supply

· The likelihood of the population involved being exposed to levels of contamination that result in a risk to public health

The outcome of the risk assessment will vary according to the nature, timing and location of the problem identified.  

In broad terms, there are three likely outcomes of these assessments:
· There is a significant probability of harm occurring;

· There is insufficient evidence to indicate whether or not that there is a significant probability of harm occurring;

· There is not a significant probability of harm occurring.

It should be noted that the results from sample analysis might not be available in time to undertake an informed initial risk assessment.  In such circumstances the assessment of risk will have to be taken on the basis of the best information available.
8.10.3
Health Risk Mitigation Measures
The purpose of risk management is to minimise the risk of harm occurring in a population served by the affected water supply.   

The range of possible events is so wide that it is not feasible to stipulate, in advance, which control measures will be appropriate for all individual situations. However, there are a limited number of options in terms of risk management.  If the risk assessment indicates that there is a significant probability of harm occurring, or where there is insufficient evidence to decide with confidence and a precautionary approach is favoured, one or more of the following control measures could be put in place: -
· Re-routing of the water supplies to provide an alternative source of safe drinking water

· Reiterating existing advice to vulnerable patient groups only, regarding the safe use of drinking water (e.g.  reminder of standard advice to immunocompromised patients to boil all drinking water)

· Issuing general advice to the public on action to ensure the safe use of existing water supplies and to major consumers such as food/drinks manufacturers. For example: -

· Boil tap water for consumption

· Do not use for drinking, cooking but can use for washing

· Do not use for drinking, cooking or washing
· Issue specific advice to home hemodialysis patients if required (e.g. chemical incidents)

· Provision of alternative supplies when necessary (e.g. bowsers and bottled water)

8.10.4
Communication Regarding the Risk to Human Health
Effective communication should take account of the following:

· Effective communication demands a presumption in favour of openness.  Not being open puts at stake the perceived trustworthiness of the agencies involved in managing risks;

· When communicating about risks, agencies should be clear about the objectives they are pursuing and identify any key issues, which will influence the impact on the public of the communication;

· The content of communications should acknowledge uncertainties and explain as far as possible the probable risk to the public and by comparing the current risk to others;

· The impact of communication on public perception of risk should be monitored through, for example, the nature and number of calls to helplines and media coverage of the incident;

· The management of public information must be consistent across all the organisations involved;

Decisions on communications should be recorded.  Decisions not to communicate about actual or potential risks to human health should be justified and recorded.

8.10.5
Methods of Communication
Once a decision has been reached to restrict the use of the public water supply and provide advice to customers it is likely to be one of the following restrictions that is imposed. 

· Boil tap water for consumption

· Do not use for drinking, cooking but can use for washing

· Do not use for drinking, cooking or washing 

Stocks of pre-printed leaflets for these restrictions can greatly assist in both the speed and consistency of the advice provided (see sample leaflets in Appendix G).

The methods used to communicate this information depend on the scale of the event and the urgency of the need to advise customers. All the options should be considered and the most appropriate combination selected.
Options should include –

· Local radio

· Internet

· Loud hailer vehicles

· Posters at key sites (libraries and other public buildings, supermarkets, petrol stations, local shops etc.)

· Door to door leaflet delivery

· Postal service delivery of letter or leaflet

For all but the smallest of incidents there will inevitably be a need to have in place a customer helpline service once an announcement has been made. The scale of calls should not be underestimated as many customers outwith the affected area will call seeking advice and reassurance.

Planning for managing the media should also be considered at an early stage. 

8.11  Alternative Water Sources

Providing alternative water supplies during emergencies can be a complex process and consume considerable resources.

What alternative supplies will be provided and how this will be done and when are decisions for the Incident Co-ordination Team taking into account all of the factors involved at any given time.

Some of the factors which need to be considered when determining an appropriate strategy are –
· The nature of the incident and the impact on customers (No Water, Boil, Do not Drink or Cook, Do not Drink, Cook or Wash)

· The likely duration of the loss of service

· The time of day

· The hydraulics of the network and whether rezoning of supplies is possible

· The size of the area affected and the population to be supported

· The resources available to provide alternative supplies and the time to mobilise them

· Vulnerable premises and customers that require special consideration and support

· The sustainability of any option

· The likely consequences of any specific choice on the reputation of the Authority

There is no clear right or wrong strategy and each must be considered on it merits given the available information at the time.
8.11.1
Methods of providing alternative water supplies
Rezoning of supplies:

This is a normal business operation and the issues associated with it need not be defined in a generic DWIRP.

It is important in water quality incidents to keep in mind that it will be necessary after an alternative source has been introduced to prove that normal water quality has been restored before any restriction can be lifted. This may still necessitate some other alternative water supply in the interim.

There may be a need to develop site specific plans for particular alternative supplies. This need should be assessed on the basis of risk taking into account the likelihood of the event and the complexity of the operation.
Erection of standpipes:
Standpipes are of limited use in large scale incidents or rural areas as they can only be erected at the periphery of the affected area.

If standpipes are used it is important that public safety is considered when the selecting locations. Issues to consider include –
· Queuing

· Road traffic

· Parking

· Lighting

· Weather (freezing)

Static tanks and bowsers:
The deployment of static tanks and/or bowsers is the most common way of providing temporary alternative water supplies. If this is to be done effectively a generic Tank Deployment Plan is necessary.

All tanks to be deployed should be suitable for use with potable water supplies and carry a clear instruction ‘boil before use’ as the microbiological quality of the water cannot be guaranteed.
A Tank Deployment Plan should include guidance on–

· Availability of tanks and how to access them

· Transportation and handling considerations

· Establish a forward muster point for reception of tanks prior to deployment

· Calculating the number of tanks required

· Choosing locations for tanks

· Deployment and filling of tanks

· Security of tanks

· Tank repair and maintenance

· Sourcing food grade tankers and checking their suitability

· Establishing tanker filling points

· Couplings and hoses for tanker filling and discharge

· Designing tanker routes

· Establishing separate bulk facilities for commercial customers

· Liaison with call centre staff

· Record keeping

· Recovery and return of tanks and tankers

Bottled water:
In water quality events where water is available for sanitation and washing but is unfit for drinking and cooking purposes even after boiling consideration may be given to the use of bottled water as an alternative to deploying tanks. 

There can also be a role for bottled water when tanks have been deployed or where a boil notice has been issued as a method of providing additional assistance to the most vulnerable customers.

A clear strategy is required with respect to the criteria to be applied in determining which groups will be provided with bottled water. This needs to be rigorously adhered to or the demand will escalate to an unsupportable level.

Commercial bottled water does not need to comply with the same standards applied to the public water supply and many have a high mineral content which makes them unsuitable for some uses (e.g. baby feeds). It is essential that any bottled water issued is fit for purpose.
A Bottled Water Deployment Plan should include guidance on–

· Procurement of bottled water

· Transportation and handling considerations

· Establish a forward muster point for reception prior to deployment

· Types of groups which may need to be supplied and recommended quantities to deliver

· Calculating the overall quantity required

· Methods of delivery

· Safety of staff

· Liaison with call centre staff

· Record keeping

Bottled water can be made available to all customers from strategically located collection points but there are serious problems that can arise if this approach is adopted.

The main issues that need special consideration are –
· Public safety at the site

· Civil disturbances and aggression

· Staff safety

· Limiting how much individuals take

· Sustainability

This approach is not recommended.

8.12  Safety, Health and Welfare Considerations

It is important to remember that health, safety and welfare standards must be maintained even in emergency situations. The basic duty of care for both staff and the wider public requires even greater consideration as staff will be required to work long hours under stressful conditions and sometimes in unfamiliar roles.

All DWIRPs and associated training should contain an explicit reminder to staff of the need to maintain health and safety standards. 

Some of the key areas which need special consideration are –

· Staff working hours

· Temporary work locations

· Abnormal duties

· Rest facilities

· Driving and travel arrangements

· Catering

· Stress

8.12.1
Staff working hours
It has to be recognised that during emergency situations many employees will feel obligated and capable of working until any problem is resolved. Staff cannot be allowed to put themselves or others at risk despite their good intentions.

The following is provided by way of guidance on the length of time staff should be allowed to work on an Incident. 

The guiding principal for working durations is: -

“No employee should work such hours as would cause fatigue or which could endanger his or her personal safety or the safety of others”

During incidents: -

· No employee should be allowed to work for a continuous period exceeding 18 hours.

· No employee should work more than thirty hours in any period of forty eight hours

· At least two, nine hour (uninterrupted) breaks must be taken from work during any forty eight hour period.

· Following any period of work exceeding twelve hours, return to work will not be permitted within eight hours.
Additional consideration should be given to staff who have to travel long distances home from an incident.  The hours that these staff work should be reduced where possible.

The above times should include time worked by staff prior to an incident. They are not a mandatory limit but reflect the length of time that staff could reasonably be expected to work safely. Staff will require regular breaks throughout their time on duty.

Although it may be necessary to have staff work up to the limit of the above times in the initial stages, every effort should be made to reduce working durations to 8 hour shifts as soon as reasonably practical. 

Normal regulations for HGV drivers should be adhered too.  These regulations may be relaxed during an incident with the agreement of the local superintendent of an Garda Siochana. Agreement on alternative times would be arranged with an Garda Siochana. 

8.12.2
Temporary Work Locations
During incidents sites and offices frequently are frequently used for purposes that they were never intended for and due consideration has to be given to safety issues. 

Example - large scale mobilisation to deploy temporary water supplies

In this type of operation forward muster points and tanker filling points are often established in yards or car parking areas. At these types of sites there will be lifting operations and vehicle movements which if not properly assessed and controlled will expose staff, contractors and members of the public to undue risk.

In all cases where a site is being used for a purpose other than that for which it is normally used a risk assessment should be carried out and appropriate safety measures put in place.

8.12.3
Abnormal duties
During incidents staff may be called upon to perform tasks which do not relate to their normal duties and it is important to ensure that the risks have been assessed. Staff should be given appropriate safety briefing and any necessary protective clothing or equipment for the task.

No employee should be asked to undertake any task which requires specific training or certification unless they have been so trained and certified.

Example - Door to door leafleting by volunteer staff

Considerations – Suitable footwear and clothing required, personal safety issues such as working in pairs, areas that should not be visited at night, dogs, mobile phone, regular reporting in, actions to be taken during an incident, notification of Gardai when operating in high risk areas.

8.12.4
Catering and Rest Facilities
Staff at all levels will need time and facilities to take break during their work shift. This is particularly true in the early phase when they are being called upon to work long hours. 

Catering facilities need to be made available on a 24 hour basis and staff encouraged to take regular breaks. In the early stages tea, coffee, soft drinks and sandwiches will suffice but proper catering facilities will be required as time goes on.

If canteen facilities are not available arrangements should be made with appropriate commercials service providers or retail outlets.

8.12.5
Driving and travel arrangements
As mentioned under staff working hours, it is important to consider the safety of staff when they are driving home after working long hours. The distance they have to travel, the nature of the road and the weather conditions should influence the decision on how long staff should work and whether or not it is safe for them to drive home.

Contingency arrangements such as the use of minibuses to take staff home or arranging local temporary accommodation should be considered in appropriate cases.

8.12.6
Stress
Stress can be a real issue in emergency situations and all staff should be encouraged to look out for the signs in their colleagues. Where staff are suffering from stress they should be given other duties or relieved of any emergency role as appropriate.

It is important to remember that in is not just the main Incident Co-ordination Team who are under pressure, the staff manning helplines and dealing with upset customers are just as likely to suffer from the effects of stress.

8.13 Logistical Issues in Protracted Incidents

When an incident response extends beyond 48 hours there are a number of issues which arise and require special consideration.

· Establishing and maintaining a sustainable shift pattern

· Welfare facilities

· Tiredness

· Stress

These areas have been covered under safety, health and welfare. However, it is important to recognise that the longer the incident continues the greater these issues will become.

Other key areas which should be considered are –

· Maintaining normal operations

· Customer expectations

· Media coverage

· Staff communications and moral

8.13.1
Maintaining normal business
Most organisations can suspend or delay tasks for a limited period with little impact on service but as the time lengthens service is likely to suffer. It is important to balance the needs of the business with that of the incident response.

In protracted incidents consideration should be given to freeing up staff to return to normal business by the use of commercial contractor where possible. This is likely to be an unpopular decision and needs careful consideration.

The efforts made by staff providing a response to an incident are often recognised both verbally and financially but it is important to recognise the contribution all staff are making not just those dealing with the incident. Many employees will be working hard under considerable pressure to maintain normal service to those customers not affected by the incident.

8.13.2
Customer expectations
Customers will generally have a degree of tolerance to service disruption in the short term and accept that emergencies arise. The longer an incident continues the more impact it has on the daily lives of the customers affected. Their early patience will rapidly evaporate as an incident becomes more protracted and their expectations of alternative service provision will increase.

It is important to plan for the predictable change in customer expectations. Any service that has been provided in the earlier stages of an incident will need to be sustained and improved. This is particularly true with both the level of communication and the provision of temporary water supplies.

Those customers defined as ‘vulnerable’ or having ‘special needs’ in a short duration incident tend to be restricted to very small numbers but as the duration of the incident extends many more problems start to arise and those demanding special consideration increase dramatically.

The financial impact on commercial customers who rely on their water supply to conduct their business will become more acute and they will seek additional assistance. Issues of compensation will emerge and a strategy is needed.

8.13.3
Media coverage
In the early phase of an incident the media are a valuable means of communication with customers and are happy to provide this service. If the incident is of short duration it is likely to cease to be newsworthy but if it is more protracted the lack of resolution and increasing customer dissatisfaction will fuel their interest and they will become critical and seek to apportion blame.

The level of resourses required to issue press statements conduct briefings and interviews and chaperone the media will increase dramatically. 

8.13.4
Staff communications and moral
In protracted incidents there should be a process for briefing all staff on ongoing events. It is important that they feel involved with and included in the Authorities response. Staff will be approached in a social context outwith the working environment and they are valuable ambassadors. 

It is also important from a moral point of view that staff have a perspective other than that provided by media coverage. Negative press and media coverage has a demoralising effect and makes them feel that their efforts are not valued, this has to be countered by regular positive feedback and reassurance. 

An internal communications plan needs to be formulated and implemented.

8.14  Standing Down the Incident Team

The decision to stand down the Incident Team should be taken when the Incident Manager considers that the situation has been sufficiently de-escalated that it can now be effectively managed by normal business management structures. This does not necessarily mean that the incident is over and in some circumstances the incident may continue for weeks or months after the emergency phase.  

In most cases stand down is a phased operation. This usually takes the form of releasing the majority of the response personnel and Incident Team members and retaining a small core team to monitor and manage events until a full stand down is appropriate. This has the advantage of freeing resources at the earliest opportunity while maintaining the capability to rapidly respond if circumstances dictate. 

Points to consider when making the decision to standing down the Incident Team

· Has the situation been sufficiently de-escalated that it can now be effectively managed by normal business management structures

· Should there be specific contingency arrangements put in place to reform the team

· Are there specific events which should trigger reforming the team

Action on Stand Down

· Ensure business managers and their staff have been adequately briefed on any outstanding issues

· Ensure that the tasks of recovering and returning any emergency plant and equipment and de-commissioning the Co-ordination Centre have been appropriately assigned

· Consider the need for a post incident debrief and advise team members accordingly

· Formally notify any partner external agencies of the proposed stand down
· Arrange for collection and storage of incident logs and other associated records

· Formally notify the Incident Team and key business managers of the stand down and record the time and date of relinquishing control in your log. 

9 Preparing the Plan 

The first step in preparing the Plan is for the DWIRP Manager to collate all relevant data pertaining to the operation of water services in the local authority area. This data then forms the backbone of the DWIRP and it can be said that the effectiveness of the DWIRP very much depends on both the quality of data collated and on keeping this data up to date.

9.1 Organisational Data
The first step in data collection is to record the current functioning of the water services department within the local authority, together with basic macro level data on the scope of water supply within the authority. Typical examples of this type of data include:

· Current organogram of the water services department of the local authority, including personnel in area offices who have responsibility for the management of drinking water in their area

· A comprehensive list of public water supplies, including the extent of these schemes on a GIS database

· A comprehensive list of group water supplies, both publicly supplied and privately supplied, including the extent of these schemes on a GIS database

· Current incident response protocols and procedures

· Current incident management plans

· Internal and external resources available in the event of an incident

· List of equipment available throughout the local authority (tankers, emergency pumps etc.)

9.2 Scheme Data
The most important body of data will be that which fully describes the assets and management of the water supply schemes within the authority. Scheme data will include:

· Extent of the supply, including a clear delineation of the areas served by each source (including areas served by water blended from more than one source). Where scheme boundaries are frequently moved by opening and closing sluice valves, this should also be recorded on an ongoing basis

· Existing DMAs within each supply area

· Asset data

· Source data (capacity, water quality, vulnerability etc.)

· Water treatment data (processes, chemical used, historical operation difficulties if any, vulnerability to source water quality fluctuations)

· Reservoir TWL and capacity

· Pipe diameter, material and condition

· Pumping station capacity

· Possible alternative supply options in the event of an incident

· List of sensitive customers (food processing industries, key industrial users, immunodeficient patients, other patients with specific water quality/quantity requirements)

9.3 Communications Data
This type of data will mostly include contact information for all persons and positions to be listed in the DWIRP, together with the communications protocols to be implemented in the event of an incident. Contact data to be collated before the plan is prepared should include contact details (mobile, landline, e-mail) for:

· Incident Manager (as nominated for the DWIRP)

· Key head office Water Services Personnel

· Key Area office Water Services Personnel

· External agencies (HSE, Gardai, fire service, Civil Defence, Chief Veterinary Officer etc.)

· Water services personnel in adjacent local authorities (both where the scheme is linked to a scheme in an adjacent authority, and also for backup/assistance during an incident)

· News media (newspapers, local radio, national radio)

· Elected members

· Commercial agencies who can provide assistance (manpower, plant etc)

· Key management personnel for each Group Water Scheme

· National Federation of Group Water Schemes

· County Rural Water Monitoring Committee Members.

It is vital that all of the above data is maintained in a format that facilitates keeping it up to date. This data collection procedure is not a once-off, but should be an ongoing activity which is delegated to one particular individual. The identity of this individual should be made known to everyone who is listed above, so that new contact data can be fed back into the plan in a structured way.

10 Implementing the Plan

This section of the Guidance Document sets out the actions required to bring a DWIRP into existence. These actions are required to formulise the plan within the Water Services Authority and are required regardless of whether the plan is ever implemented.

10.1 Circulation of a Policy Statement
Having prepared a Drinking Water Incident Response Plan, using the template document, the first step towards implementing the plan is to circulate a policy statement that formalises the document within the Water Services Authority. This policy statement should be included in Section 1 of the Plan.

This Policy Statement should set out the legal framework on which the plan is based and should outline the exact roles and responsibilities of all persons mentioned in the plan. The Policy Statement should be circulated to all relevant personnel so that its existence is universally known within the organisation. It is also recommended that notice of the Policy Statement be posted on the authority’s website.

10.2 Equipment

Having undertaken an assessment of available plant and equipment as part of the data collection phase, the successful implementation of the plan will require the gaps to be filled in terms of the levels of plant and equipment available during an incident. Obviously Water Services Authorities will have to operate within the constraints of their budgets, but equipment deficits can be filled by available plant in adjacent authorities, subject to the agreement of those authorities. It is recommended that formal ‘Mutual Aid’ arrangements are developed detailing what resources are available, who the contacts are for accessing these resources and any financial arrangements regarding associated costs.

10.3 Promotion of the Plan

As outlined above, it needs to be known universally across a Water Services Authority that the DWIRP is in place and that it supersedes all previous plans. The plan should also be promoted to external agencies and to the general public. These external agencies will obviously include those nominated for specific roles within the plan such as the HSE, Garda, Civil Defence, Fire Service etc, but the plan should also be advertised to a wider group of organisations.

Promotional literature should be prepared and should, in relatively simple language, outline the main aspects of the plan and how it differs from other similar plans, e.g. Major Emergency Plan. It needs to be made known universally across the Water Services Authority and across the rural water sector that the DWIRP is in place and that it supersedes all previous plans in this area.

10.4 Training 

The DWIRP will be new to all personnel and extensive training will be required to ensure that all persons assigned roles and responsibilities in the plan are clear as regards what is expected of them during an incident.

Training provided by the WSNTG will be central to disseminating the details of the DWIRP amongst senior personnel within the Water Services Authority. Training to other Water Services Authority personnel should be carried out in-house. The DWIRP Manager should take a lead role in ensuring that an appropriate training and rehearsal plan is developed and implemented.

Separate training will be necessary for group water scheme personnel, and a stand-alone training programme is recommended for this sector.

The HSE will have a significant role in the implementation of the DWIRP and that body should carry out separate training, preferably in conjunction with the local authority.

It is recommended that a full dry run of an incident response should form part of training of key personnel.

10.5 Guidance for Group Water Scheme Management

As stated in Section 1.2 (Scope), this Plan applies to all water supplies within a water services authority functional area, as the water services authority is the supervising authority for all supplies in its area other than those provided by the authority itself. Obviously there is a need for ongoing liaison between the group scheme management and operators, and the water services authority during incident response, and this document has assumed that the water services authority would co-ordinate the incident response, particularly in major incident situations.

However in order to be in a position to effectively respond to and assist in the management of any drinking water incident, key group scheme management personnel (manager, caretaker, secretary, chairperson etc) should have the following information available at all times;

· Contact details for 

· Local Authority appointed Incident Response plan manager

· Local Authority Rural Water Liaison Officer

· DBO operator and operations manager

· Local Authority operator and operations manager – if supplied from the public mains

· Local Media – print and airwaves

· Potential local tankered water suppliers

· An up to date (electronic) database (name, address, mobile phone, e-mail etc.) of all consumers

· If possible a database of immuno-compromised consumers (e.g. on dialysis) should be compiled.

The above information should be kept constantly updated by the group water scheme management and it should be made the responsibility of one person (manager) to ensure that the key personnel have the up to date details at all times. Contact information in respect of key group scheme management personnel (manager, caretaker, secretary, chairperson etc) should also be made available to the Drinking Water Incident Response Plan Manager for incorporation into the main DWIRP. This information should be entered into the Master List of Contacts (Appendix A6 of the Plan), and it is recommended that a copy of this pro-forma is made available by the DWIRP Manager to all group scheme managements.

Appendix A 
 Legislation 

MAIN IRISH LEGISLATION OF RELEVANCE

· Council Directive 98/83/EC, on the quality of water intended for human consumption

· European Communities (Drinking Water) (No. 2) Regulations 2007 (S.I. No. 278 of 2007)

· Water Services Act 2007 (No. 30 of 2007) [ note Section 51 in particular]

· European Communities (Quality of Surface Water Intended for the abstraction of Drinking Water) Regulations 1989. (S.I. No. 294 of 1989)

· Environmental Protection Agency Act, 1992 – Section 58 sets out the role (at that time) of the EPA with regard to drinking water

· Safety Health and Welfare at Work Act, 2005

· Water Supplies Act 1942

· Health (Fluoridation of Water Supplies) Act 1960

· Health (Fluoridation of Water Supplies) Regulations 1971 (S.I. No. 119 of 1971)

· Local Government Act, 2000

· Infectious Disease Regulations S.I. No. 390 of 1981
Appendix B 
 Risk Assessment

Appendix C 
Case Studies – Incidents

C1. Irish Incidents
In this section, various Irish drinking water incidents are described, both in terms of the details of the incidents and also in terms of lessons that can be learned from such incidents. These incidents may assist in the preparation of a Drinking Water Incident Response Plan, particularly with regard to hazard identification.

C.1.1 Galway Cryptosporidium Incident – Commenced March 2007
The highest profile drinking water incident in Ireland by far commenced during the preparation of this Guidance Document and is still ongoing at the time of writing of this document. This incident relates to an outbreak of cryptosporidiosis in drinking water supplied from Lough Corrib, both in areas supplied from the Headford Regional Water Supply scheme (abstraction and treatment at Luimnagh, Co. Galway), and in areas supplied from the Galway City Water Supply (abstraction and treatment at Terryland, Galway City).

Several factors have contributed to make this case the highest profile in Ireland to date, and some of these are as follows:

· The number of customers supplied from affected schemes. The number of affected customers is in excess of 90,000, and includes Galway City, Barna, Moycullen, Headford and a large rural area

· The media attention that the incident has received has been extraordinary, this is probably unprecedented for a water services scheme in this country, and has increased greatly the general public’s knowledge of how water is treated and supplied in this country

· The fact that schemes in the administrative areas of two local authorities have been affected (Galway City Council and Galway County Council)

· The long period for which the boil water notice has been in place, resulting mainly from uncertainty regarding the source of the outbreak

· The fact that the outbreak occurred in the run up to a general election, which resulted in local and national political intervention

· The collateral implications of the outbreak, in that many other water services issues have been thrown into focus by the incident

An approximate timeline for the incident to date has been as follows:

· In the weeks preceding 15th March 2007; the HSE, through information received from General Practitioners, noticed an unusually high number of cases of diahorreal illness in the community

· 15th March 2007: Galway City Council and Galway County Council issue Boil Water Notice

· 16th March 2007: Incident Response Team established, comprising representatives from Galway City Council and Galway County Council, and the HSE

· 28th March 2007: Public Information Update (on website) issued by Incident Response Team, the number of confirmed cases of cryptosporidiosis at 125. Confirmation that both cryptosporidium parvum (animal origin) and cryptosporidium hominis (human origin) have been conformed in water samples

· 16th April 2007: Public Information Update (on website) issued by Incident Response Team. It was stated in this update that Galway City Council were examining a number of options to bring an emergency water supply into the city, and that the intention was to decommission the old Terryrland Waterworks

· 26th April 2007: Public Information Update (on website) issued by Incident Response Team. The number of confirmed cases of cryptosporidiosis at 195. Detailed outline provided of proposed programme to bring emergency volumes into supply from other schemes.

· April 2007, HSE West set out three conditions that must be met before the boil water notice is lifted

· There is a decline in human disease.

· There is effective water treatment to remove cryptosporidium.

· There is clean water, safe for human consumption, with assurance that the system is robust and that the water is of acceptable quality

· 20th August 2007: Boil Water Notice lifted by HSE West

It can be said that the implications of the incident will be far reaching and will probably frame water services policy in Ireland in the coming years.

C.1.2 Carlow Cryptosporidium Incident – March/April 2005
The following text is an extract from the Report on Cryptosporidiosis Outbreak in Carlow Town & Environs, 2005
. The text describes in detail the chronology of the incident in question.

On 2nd March 2005, Carlow County Council was informed verbally by the Principal Environmental Health Officer (PEHO) of the Health Services Executive, South East Region (HSE-SE) that there were three confirmed cases of cryptosporidiosis in the Carlow Town Area since early Feb 2005.  These cases were geographically spread out in the town and were not confined to one discrete area.  As the illness can be associated with water, it was agreed to take two random test samples for cryptosporidium on the water network in Carlow Town.  Samples were taken on the 2nd & 4th March 2005 and were sent to the City Analyst’s Laboratory in Ringsend, Dublin for analysis.

On the 8th March 2005 Carlow Co. Co. received the test results for these samples, which showed low levels of cryptosporidium at one of the two locations.

Carlow Co. Co. on the evening of the 8th March carried out an extensive flushing of the Carlow Town water distribution system.  Follow up cryptosporidium samples were taken at the same location on the distribution system on the 9th March, which on analysis were negative for the presence of cryptosporidium.

In addition, cryptosporidium samples taken at Rathvilly and Sion Cross WTW , pre and post treatment,  were found to be negative for the presence of cryptosporidium with the exception of the untreated water at Sion Cross where low levels were found (0.07 oocysts per 10 litres)  These low levels would be expected from such a surface water source and the fact that no oocysts were found in the treated water suggested that the treatment process was operating satisfactorily in removing oocysts from the water.

Having considered the water quality information available to date and the number of confirmed cases to date it was agreed at the initial meeting of joint the Carlow Co. Co. / HSE SE Incident Response Team that :

· Carlow Co. Co. would continue to monitor the Carlow Town Water Supply for the presence of Cryptosporidium.  

· HSE SE would continue to investigate confirmed cases of cryptosporidiosis to determine the possible causes of infection.

· The joint Carlow Co. Co. / HSE SE Incident Response Team would continue to meet to review the situation.

Over the period from 22nd March to 8th April 2005…………while the number of confirmed cases of cryptosporidiosis continued to increase, all water samples tested were found to be negative for the presence of cryptosporidium.  Enhanced surveillance / epidemiological investigation of cases by the HSE SE identified a number of risk factors for the confirmed cases of cryptosporidiosis other than the public water supply, including contact with pets, consumption of untreated well water, water sports and contact with other cases.

On the 13th April 2005, following a meeting of the Carlow Co. Co. / HSE SE Incident Response Team, Carlow Co. Co. were advised by the HSE SE to issue a Boil Water Notice to consumers in the Carlow Town Water Supply Area………… as a precautionary measure.

At a meeting of the Carlow Co. Co. / HSE SE Incident Response Team held on 24th May 2005 it was confirmed that the criteria set for the lifting of the Boil Water Notice had all been met.  The results of samples taken during the period 17th to the 24th May on the distribution network in Carlow Town were all within the agreed level of 0.05 oocysts per 10 litres.  It was agreed at this meeting that the Boil Water Notice should be lifted.
Additional measures, not described above, were put in place by both Carlow County Council and the HSE-SE to manage the incident. This incident is one of the few such incidents to result in a published report, which serves as a valuable reference document on the management of drinking water incidents in Ireland.

C.1.3 Ennis Coliforms Incidents - 2006
Recent incidents with the Ennis Town public water supply have resulted from an extreme and dramatic increase in colour and turbidity of the raw water, such that the chlorination system was unable to cope. E. coli and total coliforms have been detected in the treated water and Clare County Council have issued many boil notices during 2006. The entire scheme (30,000 people) was affected for 1.5 weeks, while one outlying area (1000 people) was affected for 3 weeks. Management measures employed have included the immediate strategic distribution of boil notice documents by staff from Clare County Council, Ennis Town Council and the HSE, immediate notification of all councilors, immediate notification of local radio and local press. The Ennis Town public water supply is considered vulnerable to contamination and will remain so until a temporary treatment plant is commissioned.
C.1.4 Roscommon Diesel Incident – February 2006
On the 25th February 2006, the water source for the North East Roscommon Regional Water Scheme was contaminated by a diesel spill at local quarry. As a result of this the scheme’s main source at Lisheen Lake was closed for 2 months. Approx 8,000 people were affected in total, and were without water for 3-5 days. Roscommon County Council responded to the incident by using a temporary pumped supply from a river source approx 1,700 m away, by supplying Roosky village using a private source, and through the temporary use of tankers/fire service personnel.

This incident featured in the national press, and was covered on more than one occasion on the main evening news on RTE. This more than anything highlights the level of media interface required for incidents such as this.

As a result of the incident, Roscommon County Council have suggested that all Water Services Authorities need to consider temporary alternatives for all sources. In addition, they found that their County Action Plan, while helpful in the management of the incident, had not been updated in recent years and they would recommend systematic updating of the details of the plan.

C.1.5 Swords Supply Interruption – June 2006
On the 17th and 18th June 2006, Fingal County Council carried out a valve installation on a 750mm arterial main at two locations and also carried out a repair to a leak resulting in loss of supply. This 36 hour shutdown, which had been planned for 6 months in advance, resulted in the loss of supply to approximately 11,500 households and businesses. Communications measures employed included a leaflet drop to all households and businesses 4 weeks in advance of the shutdown, notification and discussion with elected representatives in the months preceding the shutdown, meeting with Chambers of Commerce in the areas affected and e-mail notification to all businesses a week in advance of the shutdown.

Lessons learned from the planned incident include the need to liase with the Health Services regarding patients with particular needs.

This incident has been included in this guidance document to highlight that not all incidents are unforeseen, and that even with planned incidents lessons can be learned as to how to better manage such incidents.

C.1.6 Coagulant Contamination, Cavan/Monaghan April 2007
Background

At the end of March 2007 and early April 2007 four group water schemes in Cavan and a further Scheme in Monaghan began to experience a foul chemical-like taste of their water. Some likened it to diluted TCP.

The issue was first brought to the attention of the operator of the treatment plants on 30th March 2007 by one of the schemes and subsequent to that the same issue arose on the other schemes and was brought to the attention of the treatment plants’ operator as the taste and odour became apparent.

Initial Action
All of the schemes involved have surface water (lake) sources and the water is treated through Coagulation, Dissolved Air Flotation, Filtration and Chlorination. 

On receiving the first indication of a taste and odour problem on one of the schemes, the operator initially suspected either a problem with the treatment process or a problem with the surface water quality. The operator duly checked the treatment process and found all to be in order. He also took samples of raw and treated water with a view to having them analysed for the presence of algae which can be a contributory factor to occurrences of taste and odour.

When complaints were received from further schemes the operator realised that the commencement of complaints largely coincided in time with deliveries of the coagulant (Poly Aluminium Chloride (PAC)) to the various sites. As soon as the operator suspected that there might be a problem with the coagulant, immediate steps were taken to have all the coagulants on the four schemes replaced. This was done during the period 12th April to 17th April 2007. A sample of the coagulant from the first treatment plant was sent for detailed chemical analysis.

This analysis subsequently indicated that Phenols were present in the coagulant sample.

The operator subsequently, as a further precaution, made the decision to change its coagulant supplier and the coagulants were once again changed at all of the treatment plants.

Notice to Schemes and Consumers
On the evening of 19th April 2007, Cavan and Monaghan County Councils, as Supervisory Authorities, having consulted with the Health Services Executive, issued a precautionary notice to the schemes involved that the water was not to be used either for drinking or in the preparation of food. The scheme organisers were also advised to notify their consumers to this effect. Regular notices concerning the situation were broadcast on local radio commencing on 19th April.

The GWS organisers immediately had letters drafted and posted to all of their members on Friday 20th April and Monday 23rd April.

The schemes were issued with further notices on 27th April 2007 requesting them, under the EC (Drinking Water) Regulations to maintain records of the incident and to prepare and submit an action plan for dealing with the incident within 14 days.

Follow Up Action
On 20th April all the relevant parties met to discuss the situation and to agree immediate measures to deal with the situation. This meeting was attended by representatives from all of the affected Group Water Schemes, the Consulting Engineers acting on behalf of the Group Water Schemes, both County Councils, The Health Services Executive, the operator of the treatment plants and the National Federation of Group Water Schemes.

· Tankered supplies of drinking were arranged for all of schemes.

· It was agreed that the local radio notice would be amended to provide details of the locations of these supplies

· A temporary chlorinated borehole supply which was convenient to the supply reservoir was made available to the Monaghan scheme by Monaghan County Council

· The treatment plant operator agreed to source a supply of bottled water for distribution among the affected schemes

· A helpline number (to be administered by the NFGWS) was set up for consumers to ring with any queries. This would be included in any subsequent communications to members and it would also be included in the amended local radio broadcast.

· A further meeting was arranged for 25th April 2007

On 25th April the relevant parties met again for a progress report. 

· Representatives from the treatment plants’ operator outlined that the cause of the taste and odour issue had now been identified as Phenol Contamination of the Coagulant. The phenol had reacted with the chlorine to create the taste and odour in the water supply. They outlined the increased resources that they had made available to deal with the problem. They also gave indications of the steps they would take in order to assist with the “lifting” of the precautionary notice. They advised that their immediate priority was to restore the normal water supply and that they would subsequently carry out a full investigation of the source and extent of the contamination and report their findings in due course.

· Bottled water supplies had by this stage been organised by the operator

· A press release was agreed for issue to the various media.

· It was agreed that a representative from the NFGWS would be the initial media contact person and that all media enquiries would be referred to him in the first instance and that he would be kept up to date with all developments.

Over the following week, at regular meetings, action plans towards the lifting of the precautionary notices were agreed by all parties. In summary these plans provided for the following

· Three clear samples (at least 24 hours apart) taken from the reservoirs

· Following confirmation of these clear samples the schemes would carry out a thorough flushing of their distribution networks

· Three clear samples (at least 24 hours apart) at various agreed locations (at consumer’s taps) on the various distribution networks

· The nature of the analysis required that the samples be sent to Labs in England and turn-around-times were typically seven days.

During this time a further communication was issued to all consumers on the affected schemes updating them on the situation. This was accompanied by a Question and Answer sheet prepared by the Operator of the plants.

The various steps of the action plans were reported on at regular meetings and the findings from same were discussed and assessed.

Lifting of Notice
On 17th May 2007 having obtained the necessary clear results, the precautionary notice of 19th April was lifted, for the four Cavan Schemes, with the condition that consumers whose water systems had not been in regular use during the period of notice be advised to flush out their systems thoroughly before resuming normal use of their supplies.

Notices concerning the lifting of the notice were broadcast on local radio.

The consumers on the four Cavan schemes were advised of the lifting of the notice by post on 18th May 2007.

The precautionary Notice for the Monaghan Scheme was lifted on 23rd July 2007 (the plant in this instance required re-commissioning and other un-related factors contributed to the delay in having the notice lifted).

Consumers on the Monaghan Scheme were notified regarding the lifting of the notice by post on 24th July 2007.

Outstanding Actions
A full investigation and report on the incident is now required and the following are some of the issues that need to be addressed

· What standards are treatment plant operators and the manufacturers, suppliers and transporters of chemicals for use in the treatment of water required to operate under

· Are these standards being complied with and are they sufficient

· Is there a need for regulations and/or an inspectorate to ensure proper standards are in place and are being complied with

· What was the exact nature & cause of the coagulant contamination

· Where and how did this coagulant contamination take place 

· What level of Phenol was in the contaminated coagulant and what was the subsequent level of phenol in the treated water

· What were the likely health implications for consumers - given their exposure to phenol contamination for a period of time

· Why was there an apparent delay in establishing the cause of the problem

· Is there sufficient laboratory capacity in this country to deal with the necessary sampling and testing of drinking water supplies

· What steps are now in place or should be put in place to ensure that this cannot happen again

· What are the implications for the water treatment industry in general and what lessons can be learned from this incident

C.2
International Incidents
In this section, various international drinking water incidents are described. Many of these incidents are well documented and they give an insight into the range of incidents that can occur with a public water supply.

C.2.1 Burncrooks Diesel Spill – December 1998
The Burncrooks Water Supply was operated by West of Scotland Water. Diesel contamination at the water treatment works occurred on the 9th December 1998 following the spillage of diesel from an emergency generator. The problem manifested itself following customer complaints regarding the taste and the smell of the water. The incident affected 66,000 customers, 27,000 domestic properties and approximately 1,000 businesses, and contaminated 341km of the mains network.

A major response plan was instigated, involving a multi-agency response team and included the use of military aid. In total over 900 staff, 320 tankers, 23 bulk containers, 30,000 containers and 300,000 litres of bottled water were used in the response to the incident. The incident lasted for 8 days during which loudhailer messages, press releases, door to door delivery of leaflets and follow-up letters were used. Media communications included 30 press releases, 2 press conferences and more than 40 TV and radio interviews. The incident resulted in the setting up an Independent Enquiry, from which of 27 Working Groups evolved. An Independent Report was produced, containing a total of 72 recommendations.
C.2.2 Lowermoor Aluminium Sulphate Incident – July 1988
The following text is an extract from the Subgroup Report on the Lowermoor Water Pollution Incident, 2005
. The text describes in detail the history of the incident in question.

The Lowermoor Water Treatment Works supplies water to the North Cornwall water distribution network. The Lowermoor Water Treatment Works was built in 1973 and at the time of the incident the works throughput was 255 m³/hour.  At that time the plant was operated by South West Water Authority (SWWA), and since privatisation of the water industry, in 1988-1989, has been operated by South West Water Ltd.

On Wednesday July 6 1988, a delivery of aluminium sulphate solution was made to the unmanned works.  This was discharged into the wrong tank i.e. into the chlorine contact tank instead of into a storage tank. This tank is immediately upstream of the treated water reservoir for water awaiting distribution through the mains.  Water contaminated with high concentrations of aluminium sulphate therefore moved into the treated water reservoir and then entered the distribution system.

Later on the evening of 6 July 1988, customers began to complain to SWWA that the water had an unpleasant taste and a sticky feel to the touch.  The acidity was incorrectly attributed to problems with the lime treatment plant.  At about 11.00pm on 6 July 1988 SWWA began to flush out the acid water from the distribution pipes, with the water being emptied into rivers and waterways.  This drew much of the aluminium sulphate in the chlorine contact tank and the treated water reservoir into the distribution system and local waterways.  The process of flushing caused the death of fish in the Allen and Camel rivers, before the full extent of the contamination was recognised.

At some time on the morning of Friday 8 July 1988 it was noticed that the level of the aluminium storage tank was low and the misdelivery and source of contamination was discovered. The contaminated water entered the distribution system and, as a result, properties in the water supply area received acidic water containing higher than normal concentrations of aluminium sulphate.  As a consequence, other metals such as copper and lead dissolved from pipes and storage tanks resulting in a secondary source of contamination. Subsequently, work was carried out by SWWA over a period of 1 to 2 years to clean service reservoirs, and to cleanse and flush the mains.

The Lowermoor incident caused a step change in emergency management planning in the UK. Up to then the public had faith in water suppliers but this disappeared following the incident. Following the event a more open approach was taken in communicating with customers.
C.2.3 Walkerton, Ontario, E-Coli O157:H7 Incident – May 2000
This incident is probably the best-documented international drinking water supply incident. In May 2000 high levels of E. coli O157:H7 and Campylobacter jejuni entered the distribution system, leading to seven deaths and to illness in nearly half of Walkerton's 4,800 population. 
Raw water came from a shallow groundwater well in which inflow was heavily influenced by surface water. The well was cased to 5m depth and the main inflow was between 5m and 8m in a zone of heavily fractured rock only thinly overlain by the surface soils. Contamination came from animal manures properly applied to adjacent farmland entirely in accordance with good practice.

Lengthy investigations into the incident led to the publication of a detailed report in 2002. Some of the main conclusions of this report were as follows:

· Continuous chlorine and turbidity monitors on the well would have prevented the tragedy

· The operators failed to carry out their functions in that they did not check chlorine residual levels at the well daily as they were obliged to do

· The falsification of documents and test results prevented the timely implementation of a boil notice

As a result of the enquiry the town's public utilities manager was sentenced to a year in jail and his brother was handed a nine-month sentence for their roles in the tragedy.
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Level of Risk (2)

				Drinking Water Incident Response Management

				Risk Assessment

				Likelihood

				Level		Descriptor		Description

				A		Almost certain		Once per month

				B		Likely		Once per year

				C		Moderate		Once every 5 years

				D		Unlikely		Once every 50 years

				E		Rare		Once every 100 years

				Consequence/Impact

				Level		Descriptor		Description

				1		Insignificant		Little or no detectable impact on services

				2		Minor		Minor impact on Water Services with little or no impact on overall Council services e.g. Routine burst or limited asthetic water quality event affecting small number of customers and of short duration

				3		Moderate		Moderate impact on Water Services with some impact on Council services e.g. Burst affecting significant number of customers for more than 12 hours or precautionary restriction on use of water with a low health risk for a few days

				4		Major		Major impact on Water Services with significant general impact on Council Services e.g. loss of supply affecting a large number of customers for more than 12 hours or a restriction on use of water with a significant health risk of moderate duration

				5		Catastrophic		Likely to overwhelm Council resources e.g. Loss of supply affecting a large number of customers for a protracted period or protracted restriction on use of water with significant health risk and/or fatalities

				Qualitative Risk Analysis Matrix: level of risk

						Impact/Consequence

						Insignificant		Minor		Moderate		Major		Catastrophic

						1		2		3		4		5

		Likelihood		A (almost certain)		M		M		H		V		V

				B (likely)		M		M		H		V		V

				C (moderate)		L		M		H		H		V

				D (unlikely)		L		L		M		H		H

				E (rare)		L		L		M		M		H

				Risk Classification

				V				Very High Risk

				H				High Risk

				M				Moderate Risk

				L				Low Risk

				Risk Zones

								Prevent or Mitigate

								Planning & Preparedness

								Extendibility Zone

								Negligible Risk, Manage by routine procedures separate from Drinking Water Incident Response Plan
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		?? County Council

		Drinking Water Incident Management - Risk Assessment

		Hazard		Likelihood		Impact		Risk		Action Planned		Target Date		Owner





Model 1

		?? County Council

		Drinking Water Incident Management - Risk Assessment

				Inherent Assessment								Residual Assessment

		Hazard		Likelihood		Impact		Risk		Controls		Likelihood		Impact		Risk		Action Planned		Target Date		Owner





Level of Risk

		

				Likelihood

				Level		Descriptor		Description

				A		Almost certain		Once per month

				B		Likely		Once per year

				C		Moderate		Once every 5 years

				D		Unlikely		Once every 50 years

				E		Rare		Once every 500 years

				Consequence/Impact

				Level		Descriptor		Description

				1		Insignificant		No detectable impact

				2		Minor		Minor aesthetic impact causing dissatisfaction but not likely to lead to use of alternative less safe sources

				3		Moderate		Major aesthetic impact possibly resulting in use of alternative but unsafe water sources

				4		Major		Morbidity expected from consuming water

				5		Catastrophic		Mortality expected from consuming water

				Qualitative Risk Analysis Matrix: level of risk

						Impact/Consequence

						Insignificant		Minor		Moderate		Major		Catastrophic

						1		2		3		4		5

		Likelihood		A (almost certain)		M		H		V		V		V

				B (likely)		M		H		H		V		V

				C (moderate)		L		M		H		V		V

				D (unlikely)		L		L		M		H		V

				E (rare)		L		L		M		H		H






